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Businesses in the Middle
East and beyond are facing
uncertainty, following the
severing of diplomatic ties
with Qatar by  Saudi Arabia,
the United Arab Emirates,
Bahrain and Egypt. 

Initially, the cause of the
rift appeared to be concern
amongst Qatar’s regional
neighbours that the Gulf
state is harbouring and
aiding groups that they
consider to be terrorist
organisations. On 6 June,
US President Trump
appeared to take credit for
the sudden collapse in
regional relations, tweeting: 

‘So good to see the Saudi
Arabia visit with the King
and 50 countries already
paying off. They said they
would take a hard line on
funding... extremism, and
all reference was pointing to
Qatar. Perhaps this will be
the beginning of the end to
the horror of terrorism!’

US State Department
officials have attempted to
downplay any suggestion
that the United States is
taking sides in the dispute.
Meanwhile, in an added
surreal twist, it has emerged
that FBI officials are
considering whether ‘fake
news’ – a ‘pro-Israel, pro-
Iran’  story allegedly
planted by the Russian
security services or other
organisations – may  have

triggered the de facto
embargo. Since surfacing on
Monday 5 June: 

l Several regional air
carriers have suspended
flights to the Qatari
capital, Doha;

l Saudi Arabia has closed
its land border with
Qatar, leading to a build-
up of trucks failing to
enter the country;

l The UAE and Saudi have
both said that they will be
prohibiting ships
carrying the Qatari flag
from entering their ports.
Saudi Arabia’s General
Authority of Civil
Aviation has ‘decided to
cancel all licenses
granted to Qatar Airways,
close all its offices in the
Kingdom within 48 hours
from the date of the

announcement and
withdraw the licenses
granted by the Authority
to all Qatar Airways
employees’.

l Egypt has also suspended
air and sea links with
Qatar. 

l A 5 June statement by
Bahrain’s Ministry of
Foreign Affairs
announced: ‘Based on the
insistence of the State of
Qatar on continuing to
destabilize the security
and stability of the
Kingdom of Bahrain, to
intervene in its affairs, to
continue the escalation
and incitement of the
media, to support armed
terrorist activities, to
finance groups associated
with Iran and to subvert
and spread chaos in
Bahrain…the Kingdom of

Bahrain announces the
severance of diplomatic
relations with the State of
Qatar to preserve its
national security as well
as the withdrawal of the
Bahraini diplomatic
mission from Doha, to
provide all members of
the Qatari diplomatic
mission 48 hours to leave
the country with the
completion of the
necessary procedures
and the closure of
airspace, ports and the
territorial waters for
shipping to and from
Qatar within 24 hours of
this statement.’

l Saudi Arabia has also
closed the offices of
Qatar’s Al-Jazeera media
outlet in the Kingdom
and withdrawn its
licence. The Saudi
government said the
move came ‘after Al-
Jazeera has promoted
plots of terrorist groups,’
supported the Houthi
militias in Yemen, and
‘tried to break the Saudi
internal ranks by inciting
them to leave the country
and harm the sovereignty
of Saudi Arabia.’ 

l Meanwhile, Turkey
expressed its support for
Qatar, lawmakers
pushing through new
legislation that will allow
the Turkish Army to

Gulf neighbours sever ties with Qatar

Neighbouring states, Saudi Arabia, UAE, Bahrain and Egypt have severed diplomatic ties with Qatar, accusing it

of continued support for terrorist organisations.

News and alerts News and alerts

The office of Russia’s
president, Vladimir Putin,
has announced the easing of
some of the sanctions
imposed against Turkey in
response to the shooting
down of a Russian fighter jet
in 2015.

The document ‘amends

Presidential Executive Order
No. 583 On Measures to
Ensure the National Security
of the Russian Federation
and on the Protection of
Citizens of the Russian
Federation against Criminal
and Other Illegal Acts and on
the Application of Special

Economic Measures against
the Turkish Republic of
November 28, 2015,’ and ‘lift
the restrictions on Turkish
companies working in
Russian territory and the
ban on hiring Turkish
citizens for employment in
Russia.’

It has been reported that
an import ban on Turkish
tomatoes remains in place.

Russia eases its sanctions on Turkey

http://en.kremlin.ru/events/president/news/54640
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support and train the
Qatari military.

A lawyer based in the
region told WorldECR that
the prevailing mood was one
of uncertainty – and
surprise: ‘There had been
rumblings, but this has gone
from 0 to 100 in about two
seconds.’ 

He said: ‘All the big ports
have given notices that no
Qatari-owned or -flagged
vessels can dock or unload.
The really significant one is
[the UAE port of] Fujairah,
because it’s the biggest
bunkering port between the
Gulf and the Mediterranean,
and if a ship can’t bunker
there, there are few other
places to go; and that in itself
is a big problem. You can
speculate as to
consequences, but the
bottom line is that it’s going
to cost a lot more to get stuff
to Qatar.’ 

Already, he said, his firm
had been receiving queries

around charterparties and
the possibility of claiming
force majeure.  

He believes that the
nature of law making in the
region, in which decisions
are ‘frequently not
accompanied by a written
regulation as you might find
in the US or EU,’ could be a
cause of frustration. ‘It’s
interesting, because it really
tracks the way the Gulf
states dealt with UN Iran
sanctions; nothing was ever
implemented in law – but
certain agencies were simply
empowered to deal with it.
You just have to feel your
way around,’ he said, adding
that the spat was already
threatening the quality of
expatriate life: ‘A colleague
of mine was watching the
French [tennis] Open on the
Al-Jazeera Sports Channel
and all of a sudden it just
wasn’t there.’

Serious consequences?
Comment ators say it’s too

early to know whether there
are long-term consequences
in store. If there are, says the
lawyer, they will be
‘expensive’ and ‘unnecess -
ary’. ‘What, for example, will
happen to all the big
building contracts for the
World Cup in Qatar? To be
frank, it’s a self-imposed
crisis. How many
neighbouring countries,
sharing a land border, do
not have diplomatic
relations? It can’t be many.’

Michelle Linderman of
the London office of law firm
Crowell & Moring told
WorldECR: “People who are
operating in these areas are
starting to ask some
questions – for example,
‘What is the nature of these
restrictions? Are they
embargoes? Or sanctions?
Will they implicate me, for
example, as a ship owner or
charterer?’” 

EU and US clients will
have slightly different
concerns. Linderman’s US

colleague Cari Stinebower
said: ‘In the United States,
there’s a question as to
whether this triggers anti-
boycott rules. So far, it’s
been described as a break in
diplomatic relations – but it
could develop.’

Agencies at odds?
A US State Department
spokesperson told
WorldECR:

’We are aware that
several Gulf Arab States and
Egypt have severed
diplomatic ties with Qatar
and we are following these
developments closely. 

‘The United States'
relationship with Qatar is
strong and we cooperate
with Qatar in a number of
areas, including in the fight
against terror. All of our
partnerships in the Gulf are
incredibly important and we
count on the parties to find a
way to resolve their
differences sooner rather
than later.’

News and alerts News and alerts

Michelle Linderman joins Crowell &

Moring

On 1 June, Michelle Linderman moved to

the London office of law firm Crowell &

Moring. Previously she was head of the

sanctions team in London at Ince & Co. 

Michelle advises on all aspects trade

and financial sanctions law. Crowell says

that she will now ‘lead the firm’s efforts on

EU sanctions generally and UK sanctions

specifically.’ 

Chair of the firm’s International Trade

Group, John Brew, said: ‘Given the UK’s

proactive stance on sanctions enforcement

– and its significant influence on financial

services and global supply chain matters –

Michelle will be an asset to our clients in a

broad array of cross-border trade issues,

including sanctions, export controls, and

anti-money laundering.’

Michelle will be speaking at Trade

Security Journal’s (WorldECR’s sister

publication) event,: Smart Practice in Trade

Security – in London on 26 June.

Cinelli and Nunnenkamp join Morgan

Lewis

Law firm Morgan Lewis has announced that

it has recruited two new partners to its

Washington DC  office: Giovanna Cinelli

and Kenneth Nunnenkamp, who join the

firm from Dentons. 

Cinelli is to co-lead the firm’s

international trade, national security and

economics sanctions practice, having

‘advised clients for more than 25 years on

national security issues, including complex

export compliance matters, cross-border

due diligence, and classified investigations.’

Nunnenkamp, says the firm, ‘a veteran

international trade and national security

lawyer, conducts investigations into

compliance issues arising from regulations

governing export, customs, foreign trade,

foreign assets controls, and international

traffic in arms.’ Both‘have regularly advised

companies on issues before CFIUS, and they

have lectured and written extensively on

export, national security, and CFIUS-related

issues.’

Meanwhile,  

l Susanna Sjösten, formerly with Tetra

Laval, is now Export Control Director and

Head of Trade Compliance at Saab

Kockums – manufacturer of marine

vessels and submarines. 

l In July 2017, Reid Whitten will take over

as Lead Partner in Sheppard Mullin

Richter & Hampton’s London office.

Whitten moves to London from the

Brussels office where he began in 2014

as the firm’s only associate in Europe,

and where he helped to establish

Sheppard Mullin’s Brussels presence of

a 12-attorney office.

l Covington & Burling has announced that

William Isasi, formerly Assistant Chief

Counsel at the US Department of

Commerce (Office of the Chief Counsel

for Trade Enforcement & Compliance) is

joining its International Trade Practice

Group as Special Counsel. It says Isasi

‘represents governments and

companies in various industries on all

aspects of antidumping and

countervailing duty proceedings and

World Trade Organization litigation.’ 

l Steptoe & Johnson partner Meredith

Rathbone is moving from the firm’s DC

office to London.  

l Jeffrey Lord, formerly a Senior Manager

at EY, has joined CSRA Inc., a company

specialising in providing IT services to

U.S. government clients, as Global Trade

Compliance Principal. Prior to joining EY,

Jeff practised with Latham & Watkins

and Arent Fox.

People moves
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On 26 May, the US Court of
Appeals for the District of
Columbia Circuit heard an
appeal against a $4million
penalty imposed against
California audio product
supplier Epsilon Electronics
by the Office of Foreign
Assets Control (‘OFAC’).
The case concerned 39
shipments of goods. The
Appeals Court found that
while 34 of those shipments
violated the Iranian
Transactions and Sanctions
Regulations (‘ITSR’), five
further shipments, made in
2012, did not – and
remanded the case to the
District Court, and OFAC,
for consideration of the
monetary penalty. The case
has been regarded as
remarkable by sanctions
lawyers, as one of only a
very few challenges to an
OFAC determination.

In November 2016,
WorldECR reported that in
2014, ‘OFAC made a finding
that Epsilon had exported
approximately $3.4 million
worth of car audio and video
equipment to Iran without
an OFAC licence and
accordingly imposed a
penalty of $4 million.’

On New Year’s Eve 2014,
the company filed a lawsuit
against OFAC seeking a
ruling from the United
States District Court for the
District of Columbia that the
penalty imposed was
unlawful and excessive, and
for Writ of Mandamus to
remove or reduce the
penalty.

In May 2016, the court
found against Epsilon. The
company subsequently went
to the Court of Appeal,
arguing that OFAC imposed
its penalty despite failing to
prove that any re-
exportation of its products
had taken place.

Michelle Rosenberg at
New York law firm Fox
Rothschild writes:

‘The U.S. Court of
Appeals for the D.C. Circuit
remanded the case to the
district court, with
instructions to remand the
matter to OFAC for further
consideration of the alleged
2012 violations relating to
the final five shipments, and
calculation of the total
monetary penalty imposed
for all liability findings.
While the court found that
the government does not
need to show that the goods
actually ended up in Iran,

the court did conclude that
OFAC did not adequately
explain its determination
that Epsilon had reason to
know that the goods would
end up in Iran. Because
OFAC failed to justify its
conclusion that Epsilon
should be held liable for the
last five shipments as well as
the first 34, the final liability
determinations were
deemed capricious and
arbitrary.’

Key precedents
Rosenberg notes: ‘The
decision establishes key
precedents related to trade
compliance. The case shows
that OFAC does not need to
prove that the goods actually
reached the sanctioned
country in order to impose
penalties. Additionally, the
case shows that agency
enforcement actions from
OFAC can be subject to

judicial review. This could
lead to enhanced trans -
parency between violators
and the government
imposing sanctions.’

Edward Krauland, a
sanctions and export
controls lawyer at the DC
office of law firm Steptoe &
Johnson, told WorldECR
that the case was noteworthy
‘…in part, just to see that a
challenge was made to an
OFAC penalty action –
which is a rare occurrence,
and that there was an actual
remand on part of the OFAC
charging letter/action, which
again, is somewhat rare. 

‘I think the interesting
points are threefold (if not
more): 

1. the court clarifies an
interpretation of the
ITSR, section 560.204
with regard to what
constitutes a violation in
terms of an “export” –
i.e., the violation occurs
when the item leaves the
US, and does not depend
on proof of the items
actually arriving in Iran –
at least in the context of a
transshipment; 

2. the concept of “reason to
know” can be demonstr -
ated by circumstantial
evidence, emphasising
the importance of due
diligence on third parties
in advance of any
dealings that might
involve a sanctioned
country; and 

3. that it is important to get
evidence and arguments
in front of OFAC in any
administrative enforce -
ment proceeding since
failure to do can be
prejudicial in an appeal.’ 

Surprise as OFAC penalty is reversed in
Epsilon Electronics case

The US Treasury, home of OFAC. The case shows that ‘agency

enforcement actions from OFAC can be subject to judicial review.’

News and alerts News and alerts

The judgment is at:

https://www.cadc.uscourts.gov/internet/opinions.nsf/866BFABA6593F5D68525812C0050A696/$f

ile/16-5118-1676917.pdf

WorldECR welcomes your news. Send it to tom.blass@worldecr.com
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As violent anti-government
protests continue and the
body count rises, the
deteriorating situation in
Venezuela presents some
difficult choices for the
United States. The two
countries have a history of
fraught relations since the
rise to power of socialist
leader Hugo Chavez. His
successor, President
Maduro regularly criticises
the US for its ‘imperialist
intervention’ – a sentiment
shared by neighbouring
governments sympathetic to
Chavez’s Bolivarian
revolution – while the US
accuses the Venezuelan
government of eroding
democracy. 

President Obama first
imposed sanctions on
Venezuela in 2014, after the
arrest of a key opposition
figure, Leopoldo Lopez, with
the aim of countering
human rights abuses. For
several years government
and opposition have been
locked in a bitter struggle,
with each accusing the other
of a power grab. A number
of military and intelligence
officials were designated, as
well as the Attorney General,
Luisa Ortega. In 2015
Obama issued an executive
order declaring that
Venezuela was ‘an unusual
and extraordinary threat to
US national security’.

The policy of targeting
individuals has continued
under the Trump
administration, with the
designation of vice president
Tarek El Aissami under the
Foreign Narcotics Kingpin
Act in February 2016. In
May, the US Department of
the Treasury’s Office of
Foreign Assets Control
(‘OFAC’) designated eight of
the 32 judges in the
Venezuela Supreme Court,
including the court’s
president Maikel Moreno,

for ‘a number of judicial
rulings in the past year that
have usurped the authority
of the National Assembly,
Venezuela’s democratically-
elected legislature’. The
National Assembly is
currently controlled by a
majority of opposition party
members, and the rulings in
question include allowing
President Maduro to rule by
emergency decree. 

Are sanctions working? 
‘The economic and social
situation has continued to
decline rapidly since Obama
first imposed sanctions in
2014, and the Venezuelan
government has become less
not more inclined to
democracy and human
rights,’ says Julia Buxton,
acting Dean and Professor of
Comparative Politics at the
School of Public Policy at the
Central European
University. 

Since 2014 the
Venezuelan government has
cancelled a recall
referendum against Maduro,
suspended regional elections
for over a year, and in May
2017 announced plans for a
new constitution, which
would overhaul what is seen
by many as one of the most
progressive constitutions in
the world. The planned

constitutional changes have
sparked violent anti-
government protests;
discontent exacerbated by
severe shortages of food and
medicine, entrenched
recession and hyper-
inflation. Venezuela’s
oil-dependent economy has
been badly hit by low oil
prices and price controls. 

‘It would appear that the
sanctions are serving only to
bind the ruling elite closer
together, and the more
sanctions we have imposed,
it becomes less likely that
senior officials will dissent
from government,’ says
Buxton. 

The restrictive measures
do have a negative impact on
their targets, however:
‘Certainly the Venezuelan
sanctions are effective in
cutting the designated
individuals off from the US
financial system,’ says
Timothy O’Toole of US law
firm Miller & Chevalier.
‘Indeed, the reaction of
Venezuelan officials
suggests such effectiveness
and also suggests that these
designations have
substantial symbolic effect.’ 

The US is not the only
major voice against Maduro
and his government:
criticism from the head of
the Organisation of

Venezuela poses a conundrum for the US

American States (‘OAS’),
Luis Almoargo, caused
Venezuela to formally
withdraw from the
organisation in April. ‘Now
Venezuela has walked out of
the hemisphere’s most
important regional body, the
OAS is ill positioned to
promote any form of
dialogue process between
the Maduro government and
the MUD [the opposition],’
says Buxton.

The future of sanctions
US sanctions to date have
targeted individuals but not
trade: the US imports an
estimated 9% of its oil from
Venezuela, most of which is
provided by the Venezuelan
state refining and
distribution arm, Citgo. Half
of Citgo is held as collateral
for Russian state oil
company Rosneft. 

‘Experience shows that
trade sanctions inflict
onerous impacts on local
populations and they do
nothing to shift regimes –
Cuba and Iraq are cases in
point,’ says Buxton.
‘Nevertheless, there is
intense speculation that
President Trump may be
preparing the ground for a
“harder” intervention in
Venezuela, which he
recently criticised as
“unbelievably poorly run”.’

A bill, the Venezuelan
Humanitarian Assistance
and Defense of Government
Act 2017, has been
introduced into Congress by
a cross-party group of
senators, calling for
humanitarian assistance for
Venezuela, adding new
conditions for sanctions
against senior officials, and
proposing financial support
to civil society groups in
Venezuela. The bill also

Venezuelan president, Nicolás Maduro, whose proposed constitutional

changes have sparked violent anti-government protests.

Continues on page 7
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The recent controversy over
the export of service dogs
from the Netherlands to
Israel has raised some
interesting questions over
what constitutes a ‘dual-use
item’. The furore was
sparked by a news article in
October 2015 by Dutch
national newspaper NRC
Handelsblad, which
reported that the Israeli
army was using Dutch-bred
dogs against Palestinians in
the occupied territories. 

Dutch Minister for
Foreign Trade and
Development Cooperation,
Lilianne Ploumen asked the
European Commission
whether the export of dogs
could be limited under
Regulation (EC) No
428/2009, which restricts
the export of dual-use items.
She also raised the matter
with the Working Party on
Conventional Arms Export,
but failed to find majority
support. 

In February 2016,
Ploumen submitted a letter
to the Dutch Parliament
informing it of the lack of
legal basis for restricting the

export of service dogs to
Israel.

‘There is obviously a
factual question as to
precisely under what
circumstances Palestinians
are “bitten by Dutch service
dogs”,’ says Machiko
Kanetake, assistant
professor of public
international law at
University of Utrecht. ‘For
this issue, we still need to
seek independent sources to
verify the circumstances. It
is in any rate true that, as
the Israel Defense Forces
themselves have written in a

blogpost back in 2012,
Holland Shepherds are part
of the service dogs used by
Israeli combat units. These
dogs are used as attack dogs,
chase dogs, and bomb
sniffers.’ 

Article 2(1) of Council
Regulation (EC) No
428/2009 defines dual-use
items as those ‘which can be
used for both civil and
military purposes.’ Express
authorisation is required for
the export of dual-use items
listed in Annex 1 to the
Regulation, as amended by
Commission Delegated

Regulation (EU) 2015/
2420. 

Service dogs are not part
of the list of excluded items
in Annex 1. Whether they
are ‘dual-use’ is not clear-
cut: ‘On the one hand,
Dutch Shepherds, if they are
trained as attack dogs, can
be used against unarmed
civilians. On the other hand,
the same category of dog
can be trained and used for
finding bombs or for
rescuing people in conflict
zones, says Kanetake. 

The minister’s letter to
parliament made clear that
the European Commission
regards service dogs as ‘civil
in nature’ even if they are
accompanied by soldiers.
‘An arguable ground for
restricting the export of
service dogs may be ‘human
rights considerations’ under
Article 8(1) of Council
Regulation (EC) No
428/2009’, comments
Kanetake. 

It remains to be seen
whether any cases will be
brought on behalf of any
affected Palestinians on
human rights grounds. 

Canine controversy over ‘dual-use’ dog 
exports from Netherlands to Israel 

News and alerts News and alerts

refers to Rosneft’s stake in
Citgo, reflecting concern that
Citgo will default on its
obligations and Rosneft will
assume its share. Section 11
of the bill reads: ‘A Russian
government-controlled entity
currently under United
States sanctions would pose
a significant risk to United
States national security and
energy security.’ Rosneft
itself is currently subject to
US sanctions. 

Which sanctions
regime? 
US regulators currently

designate Venezuelan
individuals under different
sanctions programmes; the
Kingpin Act, if OFAC finds
evidence that that person is
a significant international
drug dealer, or under the
sanctions introduced by
President Obama if a person
has engaged in acts of public
corruption or other anti-
democratic behaviour. Is a
country-wide sanctions
programme – such as those
against Cuba, Iran, North
Korea, Syria and Sudan – in
the offing? Probably not,
says O’Toole: ‘I expect if the
crisis deepens there may be

some discussion of a similar
embargo against Venezuela.
I do not expect such an
embargo to occur, mainly
because imposition of such
sanctions in the face of the
current humanitarian crisis
could potentially make it
worse, and allow Venezuelan
leaders to try to shift blame
to the US.’

In the meantime,
however, the targeted
sanctions and their possible
expansion provide
difficulties both for those
designated and others
eyeing business with the
troubled nation. 

Continued from page 8

A ‘dual-use’ Dutch Shepherd dog demonstrates its ‘catch-all’ capabilities.

Out now: for details, see 

www.worldecr.com/wp-con-

tent/themes/worldecr-

child/ECMH-information.pdf
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The UN Security Council has
extended the number ‘of
individuals and entities
targeted by sanctions first
imposed under resolution
1718 (2006) — an asset freeze
and travel ban for those
involved in the Democratic
People’s Republic of Korea’s
nuclear-weapon program -
me,’ adopting Resolution
2356 (2017) under Chapter
VII of the United Nations
Charter which condemned
‘Pyongyang’s recent nuclear-
weapon and ballistic-
missile-development activit -
ies, including a series of
launches and other related
activities conducted since 9
September 2016, in violation
and “flagrant disregard” of
various rele vant Council
resolutions.’

The Council ‘reaffirmed
its decision that Pyongyang

must abandon all nuclear
weapons and existing
nuclear programmes in a
complete, verifiable and
irreversible manner, and
immediately cease all
related activities.’

Meanwhile, speaking in

early June, Japanese foreign
minister Fumio Kishida said
that his government would
be tightening cargo
inspections to prevent the
possibility of items being
diverted to North Korea for
military use. Kishida said

the government plans to
begin ‘targeting cargo ships
from third countries that
could enter North Korean
ports,’ according to the
Japan Times, which added,
‘It is believed that home
appliances in Japan are
being diverted for military
use in the North.’

The newspaper noted:
‘The government maintains
a list of items that could be
linked with nuclear and
missile development, and
the Japan Coast Guard
inspects ships that might be
carrying them. The planned
revision will empower the
Japan Coast Guard to
inspect ships and seize
suspect items, even those
not on the list, if it
concludes the items might
be diverted for use by the
North’s military.’

UN ratchets up North Korea sanctions

A recent case in the Dutch
courts raised the question of
whether the export of
weapons for recreational
purposes breaches an arms
embargo. 

The NPSA, the Dutch arm
of the International Practical
Shooting Confederation
(‘IPSC’), was refused export
licences for weapons due to
be used in the IPSC World
Championships taking place
in Kubinka, Russia, in June
2017. The Dutch Ministry for
Foreign Affairs indicated
that the export fell within the
scope of the EU arms
embargo against Russia,
according to criterion 1 of the
Council Common Position
on military exports. 

EU Council Decision
2014/512/CSFP sets out the
details of the EU arms
embargo against Russia,
which binds Member States
only, and not EU citizens. It
is up to each Member State

to implement the arms
embargo on its citizens. 

‘The Netherlands
imposed that obligation in a
slightly different, but logical,
way,’ said Yves Amar of B&A
Law, which acted for the
NPSA in the case. ‘It says
that no arms can be exported
or transferred to persons or
entities in Russia. Whereas
the current temporary
export falls within the scope
of the non-binding EU
Council Decision, it does not
fall within the scope of the
binding Dutch implement -
ation thereof.’ 

Parties acting for the
Dutch Minister for Foreign
Affairs argued that, whereas
the EU Council decision does
not bind the citizens, it does
bind the minister and,
therefore, the licence should
be denied. The court
however, disagreed and
ruled for the NPSA. 

‘It is steady EU case law

that EU sanctions legislation
must be interpreted within
the context of the language,
as well as the intentions
behind the legislation,’ said
Amar. ‘It clearly was never
the intention behind the
arms embargo to prohibit
the participation of
European countries in sports
championships, let alone
World Championships. This
was also shown by the fact

Export of weapons for competitions not embargoed

that several other European
countries decided to grant
licences for the participation
of their teams. Moreover any
residual risk of “sale or
transfer” of the sports rifles
could be minimised by
imposing a duty to re-import
the rifles, so there would be
no risk at all that the arms
are left behind in Russia, let
alone used in the conflict in
Ukraine.’ 

The UN has condemned North Korea’s ‘recent nuclear-weapon and

ballistic- missile-development activit ies.’

The WorldECR

Awards 2017
Results will appear in the July/

August issue (no. 61) and not in

this issue as previously

announced.

News and alerts News and alerts
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A shaky US presidency, the loss

to the European Union of the

‘United’ Kingdom (‘BREXIT

means BREXIT’ – but what does

that mean?), the Qatar crisis;

Trump, Russia and the FBI…

With the world in flux, what

better way to get to grips with

the impact of these age-defining

events on export controls and

sanctions than by attending one

or both of our Forum events,

which this year will be held in

n London: October 5/6 and 

n Washington DC: October

16/17 

Shortly, we will be releasing

the full programme of sessions

for both Forum events – which

will include presentations by

leading lights in export controls

and sanctions from industry,

government, law and policy. 

We will have sessions on US

sanctions policy, the impact of

BREXIT on trade compliance,

European Export Control Reform

and many others, including: 

In London

l Understanding the North

Korea Threat: Sanctions,

Policy and Responses – a

briefing for business. Andrea

Berger, Senior Research

Associate, James Martin

Center, Middlesbury Institute

for International Studies at

Monterey, explains the ‘must

knows’ for shippers,

commodity traders and

others doing business in

East Asia.

l What next for ZTE? New

beginnings and a

programme for change. Matt

Bell, Deputy Chief

Compliance Officer, Chief

Export Compliance Officer &

Legal Counsel, ZTE Corp.

gives the lowdown on ZTE’s

next steps following its $1bn+

fine paid to US regulators for

sanctions violations. 

l In UN Security Council

Resolution 2231 are to be

found the specific restrictions

remaining on Iran, imposed

by the United Nations. The

resolution also governs the

functioning of the

Procurement Channel by

which nuclear-related exports

to Iran (which include dual-

use items). This briefing on

the Resolution and work of its

committee by officials of the

United Nations Security

Council is a must-attend for

all those thinking of

transacting with Iranian

parties.

l EU controls on Encryption

and Cyber Surveillance.

Export controls on encryption

are amongst the most

complex (mirroring the

technology) – while EU

proposals to restrict exports

of technology that has

surveillance capacity are

controversial on both sides of

the debate. Richard

Tauwhare explores the

debate. 

l A year of change: Australia’s

Defence Trade Control Act. In

2016, Australia’s Defence

Trade Control Act 2015 came

into force, significantly

tightening the country’s

export control regime as

relating to both dual-use and

military products and bringing

the Australian system into

line with those of comparable

nations. Daniel Moulis of

Australia’s Moulis Legal

explains these important

changes. 

In Washington DC: 

l Intangible technology and

tangible benefits: the

‘Google’ Approach to

technology controls.

Intangible technology now

presents greater export

control and related security

challenges than does the

world of ‘widgets’. For Google,

issues around the transfer,

brokering and publication of

‘intangibles’ are critical to the

company’s smooth running.

Luiz Prado of the company’s

Global Trade Compliance

team explains. 

l Freight-forwarders,

compliance, expectations

and responsibilities. Tracey L.

Vega, Global Trade

Compliance Director of

Arconic, outlines what it

means to take a strategic

approach to dealing with

freight-forwarding.

l Lessons from the C-Suite:

changing perspectives on

compliance. For the astute

export control officer there’s

every reason why trade

controls can be a platform for

rapid career progression in

compliance – but it helps to

hear from one who’s made

the leap. ‘As a senior

compliance officer, you start

to understand how the

company really perceives

issues which you may

previously have understood

from a very narrow

perspective.’ So says Scott

Sullivan, Chief Ethics and

Compliance Officer of

Flowserve, who heads up this

panel discussion. 

l What next for ZTE? New

beginnings and a programme

for change. The ZTE story has

been closely watched by

export control and sanctions

experts since the story of the

Chinese company breaching

US regulations first broke. A

novel approach by the BIS –

and a HUGE fine –

maintained interest in the

case, which was recently

settled. Matt Bell, Deputy

Chief Compliance Officer,

Chief Export Compliance

Officer & Legal Counsel – ZTE

Corp. gives the lowdown on

ZTE’s next steps following its

$1bn+ fine paid to US

regulators for sanctions

violations. 

l Responding to the

heightened proliferation

threat: Red Flags and next-

level due diligence tools.

Against a background of

heightened anxiety about the

ability of state and non-state

actors to acquire dangerous

technologies, Robert Shaw,

Program Manager at the

James Martin Center for

Nonproliferation Studies in

Monterey, will present on

current proliferation threats

and concerns and ‘red flags’

– also demonstrating web-

accessible, ready-to-use open

source tools that can support

enhanced due diligence.

And many more.

Watch this space (and your

inbox) for further details of the

events – and/or reach out to:

mark.cusick@worldecr.com

(publisher) or

tom.blass@worldecr.com

(editor) for more information.

Worried by a world in flux? Take comfort: the

WorldECR Forum returns to London and DC

Conference news Conference news
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I
t’s fair to say that ‘Ericsson’ has
been synonymous with telecom -
munication ever since founder Lars

Magnus Ericsson began adapting,
manufacturing, and selling telephonic
equipment in the closing decades of the
19th century. The Stockholm-based
company now employs over 115,000
people and has operations in 180
countries. 

Forty-year-old Magnus Nordeus
began his career as a tax lawyer but
seized the opportunity to work for
Ericsson when it arose in 2009.

In early May, WorldECR visited
Nordeus at the company’s HQ in
Stockholm’s hi-tech Kista District to
discuss the challenges of expanding
and rearranging an export compliance
function, EU export control reform,
and the importance of keeping open
channels of communication. 

We kicked off our conversation by
talking about the transition that
Ericsson has nearly completed –
bringing, in a sense, all the strands of
its compliance function together and
thus facilitating greater reach and
control. 

It has, at times been a challenging
process, says Nordeus: ‘Our team is
now responsible for customs, export
compliance and also product
classification. Until recently, we were
an extremely large organisation, but
also one where many people only had
part-time responsibility – so the
number of people involved in trade
compliance was massive, between 300
and 400. But with some of those
working only 5% of the time on trade
compliance, and scattered across very
many different departments within
Ericsson, it was very difficult to
govern.’ 

Prior to the reorganisation, much of
the responsibility for product
classification compliance lay with the
engineers involved in Research &
Development (R&D at Ericsson
employs around 26,000 people in

Sweden and beyond). This, says
Nordeus, ‘worked ok. But
centralisation meant taking ownership
of that function, moving the very best
of those into working in trade
compliance on a full-time basis,
ensuring that they had the right
training, education and consistency in
classification.’

To that end, Ericsson chose 45-50 of
the best of those engineers and moved
them into operational trade

compliance. ‘Same engineers, very
skilled, but also centrally trained now
in trade compliance capabilities.’

Taking back control
By default, these engineers are trained
to classify according to the US and EU
regimes (mandatorily), but they will
also start classifying according to the
more generic Wassenaar Arrangement
lists. ‘Classification is not just about
attributing a product code,’ says

Communicating compliance
Magnus Nordeus started his career as a tax lawyer with EY before joining the Swedish Tax Agency to
help establish a competence centre for special tax controls of the financial sector. In 2009 he joined
Ericsson’s corporate legal department where he now serves as the Group Head of Trade
Compliance. He represents Ericsson in DIGITALEUROPE, and frequently presents to the European
Commission, and European Parliament, on issues relating to export controls. WorldECR met him.
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Nordeus. ‘We also have to write down
the kind of encryption used, whether
the product has other capabilities, and
if the product is not controlled, why is
that? Because, to my mind, the biggest
risk is not to classify wrongly, but to
inadvertently de-classify something. If
you do that, you drop all the blocks, the
controls on that item – and then
suddenly it’s in free circulation and
that [has the potential to become] a
huge exposure.’ 

Recent decontrols on some
encryption items by the Wassenaar
Arrangement put that issue in the
spotlight: ‘[De-controlling an item]
isn’t something that you can do deep
down in the organisation and then have
it signed off higher up. It’s a massive

decision. It’s an easier decision, in my
view, to bring it in [to the classification
fold] than it is to take it out.’

The second of the function’s four
key components is an IT department
comprising eight people who ‘provide
systems support for the blocks, the
licence checks, classification, archiving
– all the system workings together
enabling our compliance.’

In a sense, he says, the functionality
of the ‘IT eight’ emphasises the extent
to which Ericsson is ‘a process-oriented
company: We tend to say that we have
different “tasks” that we need to work
on: sanctioned party screening, licence
application, exports, product
classification – we map them into the
process. So, they are mapping our
obligations from a process perspective.’ 

A group handling exports and
imports (for example, making licence
applications and making de minimis
calculations) for Ericsson AB (the
Swedish component of the group) and
a group doing the same for the rest of
the world – roughly comparable in size
to each other – constitute the rest of
the function: ‘We have control now, full
control, to reach every trade
compliance resource in the world
through clear organisation.’ 

We put it to Nordeus that a

characteristic of export controls is that
it’s a legal discipline that also demands
technical understanding.

‘It is very technical – I didn’t read
science in high school – I always aimed
for the law and studied economics and
legal matters all the way. I think it’s
fascinating to learn about technology,
and I think I’ve adapted and learned a
lot. But we need our technical experts,
and I delegate a lot to our engineers. 

‘We say: “You are the experts and
we rely on your classification because
you know the product. And if you have
any legal questions I’ll assist you.” But
otherwise, the giga-bytes and the
newton pounds – that is for them to
understand. It’s very important to give
the organisations full responsibility, to

take as difficult decisions as possible –
and that prevents your function from
being a bottleneck.’ 

Positive communication
From an industry reputational
perspective Ericsson has the privilege
of operating in a sector which is
positively perceived. ‘Communication,’
says Nordeus, ‘is a basic human need.
We want to be able to provide it, even
though it may be challenging from a
sanctions or another perspective, it’s
going to take a lot before we’re going to
say, “We don’t think you should
[possess the means for]
communication.”

‘It’s part of our story and our
heritage to make sure that everyone
can get as much communication as
possible. And what we provide is a
network covering entire countries. My
approach is to have the best of
compliance programmes for the most
sensitive issues, to be transparent in
the way that we work and to be
properly resourced and manned.’ 

In some ways, the communications
sector has enjoyed certain advantages
when it comes to sanctions regulation:
‘It is something that regulators look
favourably on,’ he points out. ‘There is
no presumption of denial under the

EAR for telecommunication-related
exports to Sudan, for example. And
under the EU Iran restrictive measures,
there was an exemption for telecoms,’
while the sector was also one of the first
‘liberated’ under the Obama-led
‘détente’ with Cuba. 

Transparency – internationally
Willingness to be transparent – and to
communicate effectively – have been
essential, says Nordeus, in relations
with regulators, not only in Sweden but
in the United States and elsewhere. 

‘Take, for example, calculating de
minimis under the US Export
Administration Regulations. The law
doesn’t give much information about
how to do it, but it can be really
complicated! It takes time to get it
right. You need to have the resources to
do the calculations, but you also have
to have a dialogue with the US Bureau
of Industry and Security (“BIS”),
because you’re going to have a lot of
questions as to how to do it. We’ve had
that dialogue since the 1990s. And we
emphasise that need for transparency.
If you’re able to describe how you’re
doing your transactions, and you’re
clear, and everything is straightforward
– then it’s going to take a lot for them
to question that.’ 

This approach, he says, stood the
company in good stead when in 2012
the US government introduced The
Iran Threat Reduction and Syria
Human Rights Act, which imposed an
obligation for US-listed companies to
report activities in Iran to the
Securities and Exchange Commission. 

‘As we had been so transparent, we
had no issues in doing so and we felt
comfortable doing it. That was a
strength that became clear when we
started that reporting. We are proud
that we could carry on exporting
communication to Iran even though for
a time it was the most sanctioned
country in history.’

It would have been remiss – given
the shared industry sector of Ericsson
and ZTE – not to ask Nordeus for his
reflections on the recent billion dollar+
settlement between the Chinese
company and US regulators. 

Indeed, he says, it was of
considerable interest to senior
management: ‘But I said to them, the
focus here is not on telecoms, it is on
companies that deliberately break the
rules.’ 

In addition, he says, it provided

‘To my mind, the biggest risk is not to
classify wrongly, but to inadvertently
de-classify something. If you do that,
you drop all the blocks, the controls on
that item.’

Magnus Nordeus
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reassurance that ‘We’re investing in the
right things. Without these kinds of
reminders it’s very easy for senior
management to ask why we have 150
people working on compliance. But this
is what can happen when you choose
not to invest.’ 

Continental drift
Of course, the big price tag settlements
are uniquely US; nonetheless, Nordeus
argues that in many respects the EU
export control regime is more onerous.
And while the United States Export
Control Reform Initiative has bedded
down, it is now the EU system that is
faced with the prospect of wholesale
change, attached to which are some
positives – and perhaps, some not-so-
positives. 

‘US export controls follows the item,
really,’ he says. ‘And that gives the US
industry a huge advantage to work as
they do, with resellers etc. to push the
responsibility [for the item] to the next
party. It’s really efficient. But it will
eventually eliminate the control that
you have on the end-user at the end of
the line.’

The EU export control regime, by
contrast, he argues, demands much
greater ‘control’ over end-users. ‘When
we’re looking at controlled items, it
means that you have huge difficulties
in even using a reseller, because you’d
still have to know who the end-user is,
to have an end-user statement. So if the
reseller sells the item on, we have to
know who he is selling it to, and so on
– which becomes impossible.’ 

In this respect and others, the EU
could profitably learn from the US
export control regime: ‘This is
something that I think should be
brought into the discussion in the EU
– to reduce controls, and reduce the
need for end-user statements on less
sensitive items, so that we can also
work with resellers.

‘Controls need to have a purpose.
90% of controls derive from encryption.
Encryption is [available to anyone]
nowadays. We also have standardised
encryption, and open source encryption
– it isn’t even secret anymore.’ 

Five years on from having
introduced a green paper in 2011, the
European Commission finally
published its Proposal For A
Modernisation of the EU Export
Control System in September last year.
It contains a great deal of food for
thought against a backdrop of rapidly

changing geopolitical, security and
human rights considerations. There is,
Nordeus believes, occasion for
optimism in the form of the proposed
EU General Export Authorisation for
encryption: ‘I think it would be a great
development. And I hope that the
Member States will be able to agree on
that. My understanding is that there
are parts of the European Parliament
that would go even further – I have
seen a quote from Marietje Schaake
saying that she believes that encryption
doesn’t have a place on the EU control
list anymore. I think she understands
the give and take of compliance – that
you can’t overcontrol. You need to
focus, to distinguish between

“breadcrumbs” and “diamonds”.
Ultimately, the objective must be to
decontrol encryption to modern levels
so that only the products that actually
have significance from a national
security perspective remain controlled.
That would place European companies
in the same competitive landscape as
US companies. It’s really important.’ 

Digital debate
Nordeus has been leading the response
to the European Commission’s shake-
up of export controls for
DIGITALEUROPE – a trade
association for the ITC industry, a
sector which, he points out, has needed
to actively engage with the debate
because of the proposal’s emphasis on
communication and technology. It is,
thus, only natural that he has given
weighty consideration to the EU
proposal to include surveillance
equipment (which in effect facilitates
one-way ‘communication’ without the
consent of one of the parties) in its
control lists, and to extend controls
where there is a potential risk to
‘human security’. Certainly it demands
pause for thought. 

‘I think that, today, there is a global
concept of “dual-use”. And the EU
should be very careful about creating
its own, diverging, dual-use definition.

Many of the world’s dual-use exporting
companies are global. So it would
prove to be challenging to be working
with parallel standards. I know that the
Commission says that the definition
isn’t new. But as a lawyer, I’d say, “Why
do you need a new standard if it’s
implicit in what already exists?”’

A related question then, is, where
should the emphasis lie. ‘The EU would
perhaps say, “We should be in the
forefront here.” I’d say, we already do
have the toughest regulations in the
world. And then we have the US, then
the other Wassenaar Arrangement
countries (some of which have very
little implementation). And then we
have the other 162 countries with no

controls. Should the EU really be
looking to increase its controls, or
should [there be greater emphasis on
raising standards] elsewhere, using the
1540 Committee in the United Nations
[as an over-arching framework]?’ 

Nordeus points to the example of
the Wassenaar Arrangement’s efforts
to implement controls on intrusion
software, the response of the
technology companies who feared their
impact on defensive technologies, and
the ensuing impasse: ‘And that’s what
I’m trying to ensure – that the EU
doesn’t introduce new regulations
which would backfire further down the
line.’

He suggests that perhaps, if the
debate over the future of export
controls in the European Union has
become overly polarised, long-standing
uncertainty as to what the Commission
was actually composing has been a
factor in that: 

‘The green paper has been on the
table since 2011. But in my view the
Commission wasn’t clear about the
underlying concepts in the texts to
begin with, which means that the
responses have also been unfocused.
Until the draft was published, there
were vague concepts – very difficult to
comment on without being perceived
as negative and not “to the point”. But

‘Ultimately, the objective must be to
decontrol encryption to modern levels
so that only the products that actually
have significance from a national
security perspective remain controlled. ’

Magnus Nordeus
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in my opinion, that’s because the
Commission itself hasn’t been “to the
point”.’ 

Another key plank of EU export
control reform is that it brings in a

broader catch-all which demands ‘an
authorization shall be required for the
export of [non-listed] dual use items if
[they are] for use by persons complicit
in or responsible for directing or
committing serious violations of
human rights or international
humanitarian law’ where that has been
identified by relevant institutions or
‘there is evidence of the use of this or
similar items for directing or
implementing such serious violations
by the proposed end-user.’ 

Nordeus finds this troubling: ‘Those

kinds of assessment are very difficult to
make. I think they are leaving too much
of the decision-making responsibility
to the companies here: Should a catch-
all mechanism be construed in such a

way that the authority provides the
information about the sensitive items
and end-users – then we could work
with that. But to create a concept where
industry needs to know what is
happening out there and have full
responsibility…that’s very difficult to
include in your compliance
programme.’ 

And, he argues, such an approach
could erode other efforts elsewhere in
the proposal to encourage a ‘level
playing field’ between Member States:
‘My understanding is that, in the anti-

torture regulation, a catch-all was
proposed, but both the Commission
and Member States understood that
they wouldn’t be able to ensure that
there would be a uniform application –
so it was removed. The existing catch-
all provision (in Regulation 428/2009)
is about WMD and nuclear-related
products. But moving into ICT and
purely commercial, civil items, that’s
more difficult. Our company and
others take human rights extremely
seriously, but it’s about finding the
right tools to address the issue. To
make compliance work in my
company, I need to be able to enter
technical characteristics into my
system. I can’t make a subjective
evaluation of every export. For an
operation on the scale of ours, it would
be impossible.’

No hanging up
While the world of trade compliance
may have its frustrations, Magnus
Nordeus finds himself ‘fascinated’ by
the issues – ethical, legal, political –
and technical. He certainly harbours
‘no regrets’ about leaving the world of
tax law.  

‘To make compliance work in my company,
I need to be able to enter technical
characteristics into my system. I can’t make
a subjective evaluation of every export. For
an operation on the scale of ours, it would
be impossible.’

Magnus Nordeus
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Export control laws in India, have been
significantly overhauled by the
Directorate General of Foreign Trade
(‘DGFT’) with effect from 1 May 2017.
The amendments, among other things,
seek to revise the Special Chemical,
Organisms, Materials, Equipment and
Technologies category (‘SCOMET)
relating to dual-use goods and
technologies. 

These changes have been brought
about as part of India’s continuing
obligations as a member of the Missile
Technology Control Regime and as an
adherent to the Nuclear Suppliers
Group Guidelines. It also seeks to align
with the guidelines and control lists of
the Wassenaar Arrangement (‘WA’)
and the Australia Group, two
multilateral export control regimes that
India wishes to join. 

Introduced a decade ago, the Indian
SCOMET list lacked clear guidance and
applicability regarding dual-use
coverage of goods and technologies.
This also compounded in delays
obtaining clarification and licensing
timelines. 

In the last two years, DGFT has
proactively been working towards
aligning many of these (timelines for
the issuance of licence, clarification,
etc.) open issues. This amendment
significantly overhauls the SCOMET
list as one of the most defining and far-
reaching measures by DGFT to
self-codify the Indian SCOMET list. 

Key changes 
The amendments have been
introduced via Notification No. 5/
2015-2020 dated 24 April 2017, which
seeks to amend Table A of Schedule 2
and Appendix 3 of ITC (HS)
Classification of Export and Import
items and Public Notice No. 4 / 2015-
2020 through which the necessary
amendments have been made to the

Handbook of Procedures, 2015-2020
(‘HoP’). 

Some of the key changes include: 

l Exports of SCOMET items (S.No. 5
of Table A) are now classified as
‘Prohibited/Restricted’ and specific
conditions/restrictions in respect of
each of the SCOMET categories
have been separately provided. 

l A ‘Commodity Identification Note’
has been added to the SCOMET List
to facilitate proper classification and
licensing jurisdiction. The list now
has ‘General Notes’, ‘General
Technology Note’, ‘General
Software Note’, and ‘General
Information Security Note’ to guide
users on inclusions and exclusions.
The earlier SCOMET glossary for
the definition of terms has been
substituted with a more detailed
glossary. 

l Some procedural aspects relating to
the SCOMET List have been
streamlined. For instance, the
period for processing SCOMET
applications has been cut short to
30 days from 45 days . Furthermore,
now every SCOMET authorisation
holder has to maintain specified
records for five years. The format
for end use cum end-user certificate
inter alia required for export of
SCOMET items is also revised. 

l Regulation of export of non-
SCOMET items having a potential
risk of use in or diversion weapons
of mass destruction/missile/
military end use has been
prescribed. In this regard, the DGFT
amended Para 2.72 of the HoP to
provide that if the exporter has been
notified by the DGFT or if he knows
or has reasons to believe that any
non-SCOMET item could be used in
weapons of mass destruction or
their delivery systems, the export of

such item may be denied or allowed
subject to a licence. 

l Amendments have been made in
Category 1C which relates to the
export of chemicals. It now states
that exports of specified chemicals
to countries not party to the
Chemical Weapons Convention
would now need a government-
signed end-use certificate in
addition to the export licence. There
was no such requirement earlier. 

l Category 1D has been newly
inserted; it lists 25 chemicals that
can be exported to specified
countries without a prior
authorisation in the form of an
export licence. The specified
countries are those who are
members of the Australia Group.
However, exports are subject to the
condition that the exporter will
notify the Department of Chemical
& Petrochemicals, Ministry of
External Affairs (‘D&ISA’) and the
DGFT within 30 days of such export
in the prescribed format along with
the end-use certificate and submit
to the DGFT a copy of the bill of
entry into the destination country
within 30 days of the delivery.
Category 1D also incorporates three
chemicals viz. sodium cyanide,
sodium fluoride and dimethylamine
hydrochloride, exports of which
were earlier restricted through a
separate notification. 

l Category 2 relating to micro-
organisms such as bacteria, fungi,
viruses, etc., has been amended
with the insertion of newer entries.
Entry 2F004 has been expanded
with a note excluding botulinum
toxins that are as per
pharmaceutical formulations, in
product form and are marketed as
medical products in a pre-packaged
form.

India’s DGFT overhauls
SCOMET 
By Sanjay Notani, Economic Laws Practice

www.elplaw.in

INDIA
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But the re-election of President
Rouhani by a significant majority is
nonetheless a powerful affirmation of
the JCPOA by the Iranian electorate. It
comes just days after President Trump
renewed the US secondary sanctions
relief required under the JCPOA. The
Trump administration has refrained,
thus far, from carrying out his
campaign threat to tear up the JCPOA
amidst concerns about the
complexities of abrogating a multi-
lateral deal which includes the EU,
Russia and China as parties. Such
actions as Trump has taken so far have

The incumbent Iranian president,
Hassan Rouhani, has won a huge
endorsement from the Iranian
electorate for the Joint Comprehensive
Plan of Action (‘JCPOA’) nuclear deal
in a comprehensive victory in Iran’s
presidential election. He becomes the
fifth consecutive Iranian president to
be re-elected for a second term in
office, claiming 23.5 million votes with
his closest rival, conservative Ebrahim
Raisi, on 15.8 million.

The reformist President Rouhani’s
campaign promises included opening
further the way for foreign and private
investment and lifting the remaining
non-nuclear sanctions. The JCPOA,
which lifted US and EU nuclear
sanctions against Iran, was a
significant foreign policy achievement
for President Rouhani in his first term,
but the question of how the Iranian
people have benefited from the JCPOA
was a frequent criticism used against
him during the campaign. 

Foreign investors have remained
lukewarm following the JCPOA deal.
Whilst some have concluded headline-
making deals, including Boeing, Airbus
and French oil major Total, and small
to medium-sized retailers and traders
have cautiously entered the market,
many others have waited, constrained
by the reluctance of tier one financial
institutions to support trade or
investment in Iran and concerns about
the involvement of sanctioned entities
in the economy. More recently, the
election of President Trump, and a lack
of clarity as to his intentions towards
the JCPOA (he has variously described
it as a ‘lopsided disgrace’ and ‘the worst
deal I’ve ever seen’), has not helped.
Stephane Michel, Total’s president for
Exploration and Production in the
Middle East, summed up the problem
at the EU-Iran Oil and Gas forum in
April: ‘If at the end of the day, it is only
words and no facts, there’s a problem’. 

been limited to the designations of a
small number of persons and entities as
‘SDNs’, including, last week, the
designation of some entities in Iran and
China who were suspected of
involvement in Iran’s ballistic missile
programme. They have not included
designations of Iranian financial
institutions or large state-owned
Iranian companies, or the wholesale
targeting of sectors of the Iranian
economy, which would have had a
much greater effect.

President Rouhani now faces the
challenge of attracting more foreign –

Rouhani victory – fillip for Iran
investors? 
By Patrick Murphy and Jonathan Silver, Clyde & Co. 

www.clydeco.com
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principally European and Asian -
investors into the Iranian market. If he
can make good on campaign promises
to decrease the involvement of SDNs
in the Iranian economy, this will
certainly assuage some fears.
Persuading non-US financial
institutions to support trade and
investment with Iran is outside his
control and is something that even the
Obama administration did not achieve.
That is likely to require, in the long
run, the lifting of the non-nuclear
sanctions against Iran including the

long-standing US sanctions which
currently prevent US companies from
engaging in business with Iran and
prevent US banks clearing US dollars
for Iranian trade. 

But in the short term, President
Rouhani's victory is a timely fillip for
foreign investors. And whilst there are
still challenges for foreign firms
looking to invest or do business in
Iran, it is by no means impossible to do
so provided that the legal and practical
obstacles are understood and managed
at an early enough stage. Identifying

and quantifying any sanctions risk,
conducting due diligence on
counterparts to identify possible SDN
involvement and understanding the
extent of any banking/finance
restrictions are crucial pre-requisites
that can and should be carried out at
the earliest stages of business
planning. Understanding the local
Iranian investment regime is also
essential so as to structure appropriate
investment and trading vehicles,
obtain any investment protection
available, and mitigate tax liabilities.

Economic Affairs, Education and
Research (‘WBF’) to inform it, after a
period of two years, as to the need for
the ordinance’s amendment and
legislative implementation. 

As it stands, the ordinance
empowers the State Secretariat for
Economic Affairs (‘SECO’) to control
the export of surveillance more
effectively, so as to prevent or
minimise the possibility of its use for
internal repression.

In September 2016, SECO denied
the export to Turkey of surveillance
equipment classified as 5A001.f2 –
defined in the revised annex of the

The Swiss government will formalise
an existing restriction on the export of
surveillance equipment, following a
consultation which will conclude in the
autumn, it has announced. 

While the Ordinance on the Export
and Placement of Goods for Internet
and Mobile Communication
Surveillance has already been applied
to some exports, it has yet to be
embedded in Swiss statute.  

The ordinance was issued by the
Swiss Federal Council on 13 May 2015
– and remains valid until May 2019. At
the time that it was issued, the Council
requested the Federal Department of

Goods Control Ordinance (‘GCO’) as:

Category 5 - telecommunications and

information security 5A1 systems,

equipment and components -5A001

telecommunication systems,

equipment, parts thereof and

accessories --f) Equipment specially

designed for the interception or

interference of mobile communication

and surveillance equipment as follows,

as well as specially designed parts

thereof: ---2) surveillance equipment

not covered by category 5A001f1 ,

specially designed for extraction of

terminal identifier (e.g. IMSI, TMSI, or

Swiss government to harden law
on surveillance exports 
By Andreas Glarner, Peter Henschel, MME Legal, Zurich
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a bipartisan coalition of lawmakers to
introduce separate legislation to lift the
Cuba trade embargo (S. 1286). Called
The Freedom to Export to Cuba Act of
2017, the bill would repeal key
provisions of previous laws that block
US persons from doing business in
Cuba. However, the proposed bill
would not repeal portions of current
legislation that address human rights
or property claims against the Cuban
government. The bill has been
endorsed by Engage Cuba, the
Washington Office on Latin America,
the Latin America Working Group, and
Cargill.

There are several other Cuba-
related bills currently pending in
Congress. For example, there are more
narrowly tailored proposals in both the
House and Senate that would remove
restrictions on offering private credit
for the export of agricultural
commodities to Cuba. As context, the
Trade Sanctions and Reform Act
(‘TSRA’) in 2000 allows the export of
agricultural commodities to Cuba, but
prohibits US banks from financing the
sales.  The pending legislation, among
other things, would allow for this
financing and for persons subject to US
jurisdiction to invest in the
development of certain agricultural
business in Cuba.

Possible executive action
The flurry of legislative activity should
be balanced against recent reports
suggesting the Trump administration

Questions continue to swirl around the
future of US-Cuba policy as reports of
a Trump administration plan to
strengthen Cuba sanctions have
recently surfaced. These reports should
be assessed against the backdrop of an
increased Congressional effort to end
the embargo on Cuba.

Recent legislative activity
On 25 May 2017, a bipartisan group of
55 senators, led by senators Jeff Flake
(R-AZ) and Patrick Leahy (D-VT),
reintroduced the Freedom for
Americans to Travel to Cuba Act (S.
1287). The act was previously
introduced in the 114th Congress with
eight co-sponsors, but has now been
reintroduced with 47 additional co-
sponsors. This legislation would
eliminate current restrictions on
travelling to Cuba for tourist purposes.
While a summary of the bill is not yet
available, reports indicate the legislat -
ion would completely and permanently
deregulate US travel to Cuba.

Regarding the bill, Sen. Leahy states
that: ‘A bipartisan majority of the
Senate agrees that the federal
government should not be telling
Americans where they can or cannot
travel, especially to a tiny country just
90 miles from Florida…While this bill
doesn’t lift the embargo, it at least
would restore to Americans the
freedom to travel they are entitled to.’

That same day, US senators Amy
Klobuchar (D-MN), Mike Enzi (R-WY),
as well as senators Flake and Leahy led

plans on rolling back former President
Obama’s policies towards engagement
with the Cuban people. In December
2014, the Obama administration
announced a series of diplomatic and
economic changes geared towards
engaging and empowering the Cuban
people. This led to a relaxation of
sanctions, including allowing for
broader general licence categories for
travel to Cuba, increased financing
opportunities, and expanded
authorisation for activities in Cuba’s
telecommunications, medical,
financial services, trade, aviation,
shipping and other sectors.

During the course of the
presidential campaign, President
Trump indicated he would reverse
Cuban policies instituted during the
Obama administration. After the
transition, the administration
announced a ‘full review’ of Cuba
policy that now appears to be near-
complete. News outlets suggest the
administration could announce these
changes as early as next month. It
appears that changes possibly being
considered involve restricting business
with entities owned or controlled by
Cuban state or military enterprises, as
well as possibly tightening existing
general licence travel categories.

Looking forward, the
administration’s ability to change Cuba
policy could be shaped by whether
Congress takes any action, and if so,
whether the president is willing to
exercise his veto authority.

The road ahead for Cuba policy
By Nancy Fischer, Christopher R. Wall, Stephan E. Becker and

Matthew R. Rabinowitz, Pillsbury

www.pillsburylaw.com

U.S.A.

IMEI), from signalling or other metadata
transmitted over the air.

This kind of technology, generally
known as IMSI-catcher, allows the
identification of mobile end-users
within a specific area and mobile
network cell. SECO denied the export

to Turkey based on Art.6 para 1(a) of
the ordinance, which means the SECO
assumed that it is very likely that the
equipment would be misused by the
end-user for the purpose of retaliation
measures.

Companies that are active in the
field of information technology and

surveillance equipment should ensure
that potential export licence
requirements are identified as early as
possible. A solid compliance
programme could help to avoid
unpleasant events at the day of export
or even violations of the law with
potentially significant fines.
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WorldECR: Please tell us something

about the role of the SECO (State

Secretariat for Economic Affairs) in

administering export control and

sanctions legislation in Switzerland. Is it

responsible for scrutinising licence

applications? Does it play a role in

policy-making? What role does it play in

any enforcement proceedings? 

Erwin Bollinger: SECO is the federal
government’s centre of excellence for
all core issues relating to economic
and labour market policy and, as a
rather atypical part of its large
portfolio, also the leading Swiss
agency for administering both export
controls and sanctions. It oversees this
function, in close cooperation with
other government agencies and
services, mainly the Federal
Department of Foreign Affairs
(‘FDFA’). In the area of export
controls, other government units –
such as the Federal Department of
Defence, Civil Protection and Sport
(‘DDPS’), the Federal Intelligence
Service and, in cases concerning
nuclear dual-use goods, the Federal
Department of the Environment,
Transport, Energy and
Communication (‘DETEC’) – are also
involved. 

According to the legal acts
governing export controls of arms,
other military goods and dual-use
goods (the Act and the Ordinance on
War Material as well as the Goods
Control Act and Ordinance), SECO is
the licensing authority. SECO is also
in charge of preparing legal acts
(ordinances) that are passed by the
government or for decisions taken at
governmental level. 

In the case of war materiel,
decisions concerning licence
applications are taken by the
government in the event that either
the authorities involved do not arrive
at a common understanding or the
export application is considered as
being of considerable foreign or
security policy importance. 

In the area of sanctions, based on
the Federal Embargo Act, SECO
prepares the specific ordinances that
are passed by government
implementing international

embargoes. There are 22 sanctions
ordinances in force at present. SECO
is also in charge of monitoring
compliance with sanctions measures
and can issue penalties for
infringement of the Embargo Act and
its specific ordinances. 

WorldECR: Could you say something

about the kinds of companies to which

Swiss export controls apply?

Erwin Bollinger: Export licences are
typically requested by companies
manufacturing or trading with
internationally-controlled goods. It is
a legal prerequisite that export
authorisations can only be granted to
a natural person or legal entity
domiciled in Switzerland – though
these can obviously also be
subsidiaries of non-Swiss companies. 

In 2016, exports of war materiel
amounted to a value of approximately
412 million Swiss francs (less than
0.2% of all exports); approximately
2,500 licences were granted for goods
with the value of approx. 2.2 billion
Swiss francs.

With regard to specific military
goods and dual-use goods, both
falling under the scope of the Goods
Control Act, 9,038 individual licences
were granted in 2016 with a value of
3.4 billion Swiss francs. 

Under this law, however, the
overwhelming majority of exports are
covered by general licences (219
general licences with an estimated
value of between 8 and 10 billion Swiss

francs). Switzerland is a major exporter
of dual-use goods, the Swiss machine
tool industry being a typical sector
concerned by export controls. Dual-
use exports account for approx imately
5% of the Swiss export economy. 

WorldECR: Our readers will know, of

course, that Switzerland is not a

member of the European Union, but

that it is a member of the European

Economic Area. Our understanding is

that Swiss trade regulation for the most

part mirrors that of the EU – for

example, as regards EU Dual-use

Regulation 428/2009 and the

restrictive measures imposed for

foreign policy and security reasons. Are

there disparities between Swiss and EU

regulation, for example, as regards the

licences available to exporters?

Erwin Bollinger: Although not being
a member of the EU, Switzerland’s
legislation concerning exports of
dual-use goods and military goods is
not very different from that of EU
Member States. The Goods Control
Act and the Goods Control Ordinance
transpose obligations stemming from
international agreements, such as the
Chemical Weapons Convention, or
international non-legally binding
control regimes, such as the
Wassenaar Arrangement, the
Australia Group, the Missile
Technology Control Regime and the
Nuclear Suppliers Group. The list of
controlled items is identical to the list
of the EU. 

Talking export controls 
with ERWIN BOllINGER

Erwin Bollinger has worked with Switzerland’s State

Secretariat for Economic Affairs (‘SECO’) in the

Federal Department of Economic Affairs, Education

and Research (EAER) since 1992.

Currently, he is deputy head of the Directorate

for Bilateral Economic Relations. In this capacity, he

has, since June 2008, also overseen Swiss export

control and sanctions policy. He also represents

Switzerland in the meetings of the main multilateral

export control regimes including the Wassenaar

Arrangement. 

In his Ambassadorial capacity, Bollinger was

head of the Swiss delegation during the

negotiations for the Arms Trade Treaty in 2012 and

2013 and led the Swiss delegation at the

Conferences of States Parties of the ATT in 2015

and 2016.
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As regards war materiel, the
criteria applied to assess export
applications are very similar to those
of the EU common position, although
not identical. In certain cases, the
Swiss legislation on exports of war
materiel is more restrictive than the
EU common position. Even within the
EU, export control practice varies
among Member States.

WorldECR: How has Swiss law reflected

the substance of the Joint

Comprehensive Plan of Action (‘JCPOA’)

agreed by the P5+1 and Iran? Have

Swiss exporters taken advantage of the

relaxation in sanctions that the JCPOA

allows for? 

Erwin Bollinger: On the occasion of
the Implementation Day of the
JCPOA, the Ordinance on measures
against the Islamic Republic of Iran
was fully revised in line with the
remaining measures of the UN
Security Council and the EU. 

As a result of the partial lifting of
the sanctions, the trade figures
between Switzerland and Iran have
grown over the last months. Many
Swiss companies are interested in the
Iranian market. The main challenge
for companies remains obtaining
trade finance. 

WorldECR: Does SECO always apply the

EU rules as they are written or does

implementation reflect national

requirements?

Erwin Bollinger: As a sovereign
country and non-member of the EU,
Switzerland does not apply EU
sanctions. The Swiss Federal Council
(the Swiss government), however,
decides, on a case-by-case basis,
whether Switzerland aligns itself
fully, partially, or not with EU
sanctions. For example, in the case of
Syria, Switzerland has fully adopted
the sanctions that the EU has issued.
In the case of the situation in Ukraine,
the Swiss Federal Council did not

impose sanctions, but adopted
measures to avoid the circumvention
of international sanctions. 

WorldECR: Many readers of WorldECR

are looking closely at the forthcoming

BREXIT process and wondering how this

will affect outcomes from a compliance

perspective. What, do you think, are the

lessons to be learnt from the Swiss

experience? 

Erwin Bollinger: Brexit will certainly
have many consequences that we are
not yet aware of. In the area of trade
compliance, the fact that the UK is a
member of international onventions
and treaties (e.g., on the prohibition of
chemical weapons and on the arms
trade) and international control
regimes will facilitate a common
understanding. Like Switzerland, the
UK, with its competitive and export-
oriented trade and industry, has a
great interest in fulfilling high
standards of export controls and
compliance in order to be able to
protect its own economy and to
participate in international supply
chains that are becoming more
important. From a Swiss perspective,
Brexit should not present a real
problem in this respect.

WorldECR: Last year, we reported on

new legislation – The Swiss Federal Act

on Private Security Services Provided

Abroad – which some defence exporters

felt was too broad in scope, and, as

such, had the consequence of ‘catching’

activities that were perfectly legitimate,

and were not the intended target of the

law. How have things subsequently

played out as regards this law? 

Erwin Bollinger: It is true that when
the Swiss Federal Act on Private
Security Services Provided Abroad
(‘PSSA’) entered into force in
September 2015, some companies
expressed concern that the act was too
broad in scope and would somehow
interfere with their activities. To

address these concerns, the competent
authority in the FDFA met with a
large number of companies to discuss
the services they provide and inform
about the act. It was particularly
important to explain that the
obligation to declare is based on
objective criteria and does not imply
that an activity is not legitimate. The
Swiss authorities also introduced a
simplified procedure which allows
defence exporters to declare their
intended services together with a
request for exportation. It is safe to
say that the first experiences with the
new act have been positive and those
concerns have not materialised. 

‘The Swiss Federal Council (the
Swiss government) decides, on a
case-by-case basis, whether
Switzerland aligns itself  fully,
partially, or not with EU
sanctions.’

Erwin Bollinger

Enforcement

WorldECR: Could you say

something about enforcement in

Switzerland? Are penalties imposed

for breaches or are there other

ways of ‘getting the message

across’? And is this a matter for

SECO or other agencies?

Erwin Bollinger: It is not without
good reason that often it is said
that the first line of the defence is
industry itself. Outreach,
therefore, plays a crucial role. The
Prophylax programme, initiated
by the Swiss intelligence service,
is an effective tool to prevent
proliferation and to sensitise
relevant industry. SECO, itself, is
in regular contact with industry
and also organises an annual
export control conference and
publishes useful information on
its website. Infringements of legal
obligations are furthermore
punishable according to the War
Materiel Act and the Goods
Control Act. 

Penalties foresee imprison -
ment or a fine of up to one million
Swiss francs, which in serious
cases can exceed up to five
million Swiss francs. Cases so far
judged by cantonal courts or the
Federal Criminal Court have not
made use of the full range of
possible sentences but have rather
used the lower tier. 

A sentence for violation of the
Goods Control Act or the War
Material Act can lead to the
withdrawal of export privileges,
such as the general export licence.
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C
ontinuing the run of shock
election results that began with
the BREXIT referendum, saw

Donald Trump elected as president of
the United States, and a 39-year-old
outsider beat off the French political
establishment, Theresa ‘strong and
stable’ May failed, last Thursday, to
secure a parliamentary majority which
even her opponents had assumed
would be a slam dunk. 

As at writing time, May’s
government is precariously propped up
by a promise of votes from a party
whose larger concerns are with
Northern Ireland. The problem with
this is that the DUP has sectarian
sympathies in a political theatre in
which the UK gov ernment is pledged to
be an impartial facilitator of a long-
lasting peace. 

Shortly after the election, a cab
driver, recently arrived from
Afghanistan, asked me to try and
explain how this all worked. His eyes
soon glazed over and he shrugged as if
to say, ‘And I thought my country’s
politics were hard to understand…’  

He then told me about the recent

bombing in Kabul, and we talked about
the recent attacks in London.  As might
have been expected, the latter was
more tangible to me because it was in
many senses of the term ‘closer to

home’. Proximity and familiarity have
that amplificatory effect. Of course,
only days after the events in London, a
similar outrage, inspired or backed by
the same antagonists, took place in
Tehran.

There is a fundamental ethical
conundrum as to whether ‘to explain is
to understand’. Trying to unravel it can
often lead to violent disagreements,
accusation and counter-accusation.
And this frequently happens after
terrorist atrocities.

Following the Tehran attack,
Donald Trump issued a statement
saying, ‘states that sponsor terrorism

risk falling victim to the evil they
promote.’ The implicit argument is that
Iran had brought the attack upon itself
– a logic that needs to be pursued with
caution. Surely, if terrorism is
terrorism (as the UK PM has said) it is
so wherever it happens in the world –
and the targets of the same aggressor
cannot afford to ignore that
communality?

Oh what tangled webs we weave. On
the face of it, all this is a world away
from the current rift in the Gulf. The
origins of this dispute lie in aspects of
Arabian politics which are obscured to
almost everyone not directly involved.
But there’s a lot of mudslinging
between them, and any party entering
the fray would want to think and tread
carefully before taking sides – or saying
anything ill-informed or inflammatory. 

True leadership demands more than
tub-thumping and crowd-pleasing. It
even requires more than merely getting
the story straight (though that would
help). It demands integrity, recognition
of our shared humanity – and, hardest
of all, moral coherence.  

Tom Blass, June 2017
TNB@worldecr.com
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Brexit and strategic trade controls:
key implications 

A recent meeting of members from academia, government and industry
concluded that the exit of the UK from the European Union strategic trade
control system will have an impact that goes far beyond trade control law
regulations and procedures. Quentin Michel and Ian Stewart report on the
discussion’s key findings.

the regulation is amended or updated.
Moreover, Norway is excluded from
information-sharing arrangements. 

Harmonisation of controls and
competition
There is a real possibility that EU and
UK export controls will diverge post-
Brexit and that this could result in
unhealthy competition and a ‘race to
the bottom’ in terms of controls. This
might result in an increase in
undesirable transactions, for example.
It could also distort markets,
particularly if the EU moves forward
with the adoption of an autonomous
control list in relation to human
security issues, as proposed by the
European Commission under the
recast review, which the UK did not
adopt. 

Information sharing
Trade facilitations between states and
effective implementation of export
controls is contingent on various types
of information being shared. This
includes not only information on
licence denials, which is necessary to
prevent ‘undercutting’ and a race to the
bottom, but also more sensitive

to integrate Brexit into the review
process immediately. 

During the course of the workshop,
numerous specific implications were
identified. These can broadly be
categorised into five areas: 

The legal basis and the 
‘Norway issue’
Before addressing other issues related
to Brexit, an answer is needed on what
legal basis the UK will use to
implement export controls in the
future. It seems likely that the UK will
adopt national legislation (initially
through the ‘Great Repeal Act’)
implementing the requirements of the
international export control regimes
directly, rather than drawing on the EU
regulation applicable in all EU Member
States. If this is the case, UK and EU
export controls can thus be expected to
diverge over time after Brexit. 

The alternative would be for the UK
to align systematically its national
provisions to the EU regulation,
perhaps following the path of Norway.
However, Norway at present cannot
take part in EU working groups on
export controls and therefore has no
opportunity to defend its views when

I
n late April, Quentin Michel, from
the University of Liege, and Ian
Stewart, from King’s College,

London (left and right above,
respectively), convened a small group
of government officials, academics, and
industry practitioners with the purpose
of examining the implications of Brexit
on strategic trade controls. The
workshop was conducted under
Chatham House rules with
participation in private capacities. The
purpose of this short article is to
capture the key impressions and issues
identified by the hosts. This document
does not reflect the views or comments
of any specific participant. 

Key findings
The main finding of the workshop was
that the exit of the UK from the
European Union strategic trade control
system will have an impact that goes
far beyond trade control law
regulations and procedures. 

Much attention was given to the
implications of the trading arrange -
ment that will replace the UK’s access
to the ‘single market’. Concerns abound
that broad tariffs will be adopted by
both the EU and UK. However, while
the issue of export controls will likely
receive scant public attention,
inadequate arrangements could have a
negative impact that is even more
significant than the effect of tariffs. 

The EU, and perhaps separately the
UK, must devise mechanisms to ease
transfer and, more specifically,
licensing of dual-use goods after
Brexit. It is unclear presently whether
the EU will have the capacity to take
the steps required, while also
conducting an unrelated review of its
own dual-use items export control
Regulation, 428/2009. Considering
the usual two-year delay necessary to
finalise the process to adopt a
regulation, it is strongly recommended
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sanctions. It is understood that the UK
has produced several of the evidentiary
packages that have been used in
relation to specific sanctions
designation listings, for example. As
one of the largest global economies
(equal in size to the 20 smallest EU
Member States) and as a central player
in the global financial system, UK
adherence to sanctions has been
central to their effectiveness. Any move
away from harmonisation of sanctions
with the European Union could thus
undermine common foreign policy
goals and the effectiveness of
sanctions. Moreover, practical
questions related to sanctions, such as
who will maintain evidentiary
packages for EU sanctions submitted
by the UK before Brexit and who will
produce evidentiary packages for EU
sanctions in the future, if not the UK,
must also be considered. 

Two important final questions
emerged from the discussions. The first
concerns how the EU will devise a
response to the issues outlined above.
It seems apparent that only a group of
officials, such as the Council’s Dual-use
Working Party, will have the necessary
expertise to examine these issues in
depth and devise a policy for future
dual-use trade between the EU and UK. 

The second question, which is
related, is whether it is feasible to
advance both Brexit and the recast of
the EU export control regulation
(428/2009) in parallel. Given the sheer
volume of the dual-use trade
implications of Brexit and the fact that
the recast, which has now been
underway for more than four years, is
the main way in which the EU could
adopt a new or amended general
export licence for the UK, it seems at
the least that it would be useful to
consider Brexit issues as part of the
recast.  

affect a substantial range of goods and
sectors. A solution will be required to
allow such items to be easily
transferred while minimising the
burden on industry. The easiest option
might well be to create ‘general’ or
‘open’ licences. However, this would
generally require companies to report
transfers to authorities and be subject
to audit, which might in itself be a
substantial burden for industry and
licensing authorities. Alternatives
include reliance on individual licences
(which could be burdensome for
companies and authorities) or the
creation of some new mechanism
intended to record transfers in a low-
burden way. 

Technical capacity
Presently, it is the UK that drafts the
EU control list. The UK also provides
vital expertise and advice to EU
Member States in assessing technical
parameters of certain items. While the
UK might still be in a position to
provide such support post-Brexit, the
EU27 might nonetheless need
contingency plans. 

Other considerations
An additional key area of consideration
relates to sanctions. Presently, the UK
is a principle actor in relation to EU

intelligence or other information
related to specific transactions. In
many cases, such information sharing
could take place through other
channels. However, there would be
specific advantages to a structured
exchange of information in relation to
denial notifications and the updating of
any relevant control lists. Ideally, the

UK will continue to have access to the
DUeS platform. 

Licensing conditions
The UK is to leave the single market
which will mean that the transfer of all
strategic items will require licensing to
and from the UK and not only a limited
number (e.g., Annex IV of Dual-Use
Regulation 428/20009). This will
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the University of Liège’s Faculty
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Studies Unit. Ian J. Stewart is a
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Department of War Studies at
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There is a real

possibility that EU and

UK export controls will

diverge post-Brexit and

that this could result in

unhealthy competition

and a ‘race to the

bottom’ in terms of

controls. 
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The Rosneft judgment: stronger powers
of judicial review in CFSP matters and
new compliance challenges

In March’s high-profile Rosneft judgment, the ECJ ruled sanctions
against the company valid. One aspect of the ruling which has
been less dwelt upon, however, is that it provides further
guidance regarding the jurisdiction of EU courts in matters
relating to the CFSP, write Andreas Haak and Barbara Thiemann.

States to lay down effective,
proportionate and dissuasive penalties
by which to punish infringements of
the sanctions. 

These sanctions were originally due
to expire in July 2015. In March 2015,
the Council linked lifting of the
restrictive measures explicitly to the
full implementation of the Minsk
agreements for a peaceful resolution of
the conflict in Ukraine. Since the Minsk
agreements have not been fully
implemented in the Council’s view, the
European Union has extended the
applicability of the sanctions four
times; most recently in
December 20162 (until 31 July 2017).

Article 215 of the Treaty on the
Functioning of the European Union
(‘TFEU’) provides for a two-step
procedure for the adoption of
restrictive measures. 

Firstly, the Council adopts
restrictive measures on the basis of
Art. 29 EU Treaty (‘TEU’) to further a
specific common foreign and security
policy goal. The provision, which forms
part of Title V, Chapter 2 TEU is
entitled ‘specific provisions on the
common foreign and security policy’.
Subsequently, implementation into EU
law takes the form of a regulation
adopted on the basis of Art. 215 TFEU.

The referral by the High Court 
of England and Wales
On 20 November 2014, Rosneft
brought an application for judicial
review before the High Court. Rosneft
challenged the validity of the restrictive
measures imposed by the Council and
the implementing measures adopted
by the United Kingdom. The focus of its
challenge lay in certain restrictions on
access to the European Union’s capital
market and the provision of financial

certain economic sectors. In a nutshell,
Council Decision 2014/512/CFSP (and
implementing Council Regulation
(EU) No 833/2014):

l limit access to European Union
primary and secondary capital

markets by five major Russian
majority state-owned financial
institutions and their majority-
owned subsidiaries established
outside of the European Union,
three major Russian energy
companies (Rosneft1 being one of
them), and three Russian industrial
groups;

l curtail Russian access to certain
sensitive technologies and services
that can be used for oil production
and exploration;

l impose an export and import
ban on the trade in arms;

l establish an export ban for dual-use
goods for military use or military
end-users in Russia; and

l prohibit the sale of dual-use goods
to nine Russian enterprises even for
civilian use.

Article 8 of Regulation
(EU) No 833/2014 requires Member

R
eporting of the Rosneft
judgment of 28 March 2017
was mostly concerned with that

part which confirmed the validity of
sanctions imposed upon the Russian
oil company. There is another element
of the judgment which has received less
coverage, which is that the ruling also
provides further guidance regarding
the jurisdiction of EU courts in matters
relating to the Common Foreign and
Security Policy (‘CFSP’). 

One issue raised by the High Court
of England and Wales (‘High Court’) in
its first referral question was whether
the ECJ has jurisdiction to give
preliminary rulings on the validity of
Council Decisions adopted in relation
to the CFSP, where they prescribe
restrictive measures against natural or
legal persons. The ECJ has answered
that question in the affirmative. What
is more – and contrary to the
arguments of the Council and several
Member States – the ECJ does not as a
matter of principle exclude the legality
of economic sanctions from review.
This finding is significant, since it
means that the EU courts have
jurisdiction to review ‘targeted’
economic sanctions within an action
for annulment. 

Before addressing the ECJ’s
interpretation of the treaty provisions
relating to the EU courts’ jurisdiction
in CFSP matters in this case, we recap
the economic sanctions imposed by the
European Union in view of the
situation in Ukraine and the referral by
the High Court.

Sanctions introduced with
Council Decision 2014/512/CFSP
In July 2014, the European Union
imposed economic sanctions which
placed restrictions on transactions in

Contrary to the

arguments of the

Council and several

Member States, the ECJ

does not as a matter of
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legality of economic

sanctions from review. 
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against natural or legal persons’ limits
the type of CFSP decision that can be
challenged, there has been some
debate as to how strictly the
jurisdiction conferred on the EU courts
by that provision is to be interpreted.
Whereas it is uncontested that asset
freezes and travel bans are ‘restrictive
measures against natural or legal
persons’, it remains controversial as to
what extent economic sanctions are
subject to judicial review. Article 1
para. 2 lit. b) to d) of Council Decision
2014/512/CFSP prohibit, inter alia,
the carrying out of various financial
transactions with respect to entities
listed in annex III to that decision, one
of those entities being Rosneft. The
Council and several Member States
have disputed that Council Decision
2014/512/CFSP contains restrictive
measures against natural or legal
persons, since, in their view, the
measures contained in that decision
apply to situations that are objectively
determined and to a category of
persons that is described in a general
manner. The ECJ rightly endorses the
opposite view, according to which
economic sanctions may include
restrictive measures against natural or
legal persons. Hence, the restrictive
measures provided for in economic
sanctions must be scrutinised
individually in order to determine
whether they are of an ‘individual
nature’. 

By establishing the criteria laid
down in Art. 1 para. 2 lit. b) to d) of
Council Decision 2014/512/CFSP,
allowing the identification of Rosneft,
and by naming that company in annex
III to that decision, the Council
adopted restrictive measures against
the legal person concerned. In contrast
thereto, Art. 4 and 4a of Council
Decision 2014/512/CFSP provide for a
system of prior authorisation for the
sale, supply, transfer or export of
certain technologies suited to specific
categories of oil exploration and
production projects in Russia and a
prohibition on the provision of
associated services necessary for those
projects. Those provisions prescribe
measures, the scope of which is
determined by reference to objective
criteria, in particular, categories of oil
exploration and production projects.
Those restrictive measures do not
target identified natural or legal
persons, but are applicable generally to
all operators involved in the sale,

Thus, while the scope of judicial
review as regarding restrictive
measures has its boundaries, the
present judgment enhances the EU
courts’ role.

First, the reference to Art. 263
para. 4 TFEU suggests a restriction to
the proceedings available. The Council
and several Member States have said
that the EU courts do not have
jurisdiction to give a preliminary ruling
on the validity of Council Decision
2014/512/CFSP. In their view, only
annulment proceedings pursuant to
Art. 263 TFEU are admissible. That
view has been rejected by the ECJ. The
ECJ argues that the last sentence of
Art. 24 para. 1 TEU refers to Art. 275
para. 2 TFEU in order to determine not
the type of procedure, but rather the
type of decisions the legality of which
may be reviewed, within any procedure
that has as its aim such a review of

legality.5 The ECJ has reached this
conclusion by referring to the notion of
the ‘complete system of legal remedies
and procedures’. In that context, the
ECJ recalled that the necessary
coherence of the system of judicial
protection requires that when the
validity of acts of the European Union
institutions is raised before a national
court, the power to declare such acts
invalid should be reserved to the ECJ
under Art. 267 TFEU. To substantiate
its position, the ECJ refers to the
concept of the rule of law as one of the
founding values of the European
Union. In addition, much emphasis is
put on the fundamental rights
dimension of effective judicial
protection. Given the critical
importance of these constitutional
values, we commend the ECJ for
adopting this somewhat creative
interpretation.

Second, while there is no dispute
that the reference in Art. 275
para. 2 TFEU to ‘restrictive measures

assistance related to the supply of
specified key equipment for the
Russian oil sector. 

In the opinion of the High Court, it
was necessary – both to enable it to
successfully undertake a judicial review
and in the interests of clarity and
uniformity of interpretation – to refer
the case to the ECJ for a preliminary
ruling. The reference, thus, concerns
the validity and interpretation of
Council Decision 2014/512/CFSP and
Regulation (EU) No 833/2014. 

It is notable that Rosneft,
Case T-715/14, and other sanctioned
Russian entities3 have also made
separate applications to the General
Court for annulment of Council
Decision 2014/512/CFSP and
Regulation (EU) No 833/2014. 

Parameters of judicial review 
in CFSP matters 
The issue as to whether the ECJ
possesses jurisdiction to review the
legality of Regulation (EU)
No 833/2014 is not greatly
controversial, since the regulation was
adopted under Art. 215 para. 2 TFEU;
i.e., not a CFSP provision. Council
Decision 2014/512/CFSP, however,
finds its legal basis in Art. 29 TEU; i.e.,
a CFSP provision. In CFSP matters, EU
courts have limited jurisdiction – the
extent of which is still subject to
debate. 

Pursuant to Art. 24 para. 1 TEU and
Art. 275 para. 1 TFEU, the EU courts do
not, as a general rule, have jurisdiction
with respect to the provisions relating
to the CFSP and the acts adopted on
the basis of those provisions. However,
the treaties explicitly establish two
exceptions to that rule: First, both
Art. 24 para. 1 TEU and Art. 275
para. 2 TFEU provide that the ECJ has
jurisdiction to monitor compliance
with Art. 40 TEU, and thus to
distinguish between the European
Union’s external competences under
the CFSP, from those under the TFEU.4

Second, Art. 24 para. 1 TEU confers
upon EU courts jurisdiction to review
the legality of certain decisions referred
to in Art. 275 para. 2 TFEU. This
exception, upon which the present
article focuses, allows the EU courts to
review the legality of restrictive
measures against natural or legal
persons in proceedings brought ‘in
accordance with the conditions laid
down in the fourth paragraph of
Article 263’. 

The restrictive measures

provided for in

economic sanctions
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individually in order to

determine whether they

are of an ‘individual

nature’.
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supply, transfer or export of certain
technologies that are subject to the
prior authorisation requirement and to
all the suppliers of associated services.

In conclusion, it is the individual
nature of economic sanctions which, in
accordance with Art. 275 para. 2 TFEU,
permits recourse to the EU courts; be it
directly with an action of annulment or
indirectly via a referral by the Member
States’ courts. The undifferentiated
approach adopted by the Council can
no longer be upheld. 

Outlook
It is to be expected that the General
Court will closely follow the judgment
of the ECJ in the annulment
proceedings currently pending before
it. As regards the oil industry, the ECJ
clarified which restrictions of Council
Decision 2014/512/CFSP contain
restrictive measures against natural or
legal persons. It is now the task of the
General Court, among others, to
establish which restrictive measures
concerning the trade in dual-use goods
are of an ‘individual nature’. In view of
the reasoning of the ECJ, it is argued
here that the restrictive measures
provided for in Art. 3a paras. 1 and 2 of
Council Decision 2014/512/CFSP are

directed against natural and legal
persons and not against a third state as
such. The companies explicitly listed in
annex IV may not receive dual-use
goods from the European Union for
civil purposes. The scope of the
measures is therefore being

determined by reference to identified
legal persons. In contrast, the ban on
exporting dual-use goods and
technology for military use in Russia in
Art. 3 of Council Decision
2014/512/CFSP lacks any
individualisation.

Raising the bar for sanctions
compliance
Trade compliance officers know only
too well that European Union
sanctions in general do not provide
clear guidance on compliance
obligations. In the present case, it is
apparent from the referral questions
that certain provisions leave room for
interpretation. 

The High Court had discovered that
Member State authorities do not
always interpret the same provisions in
the same way. For instance, as regards
the term ‘financial assistance’, the
German government considers that
Regulation (EU) No 833/2014 refers
not to acts which involve the mere
processing of payments, but to acts of
financing which provide active and
substantive support. In the view of the
government of the United Kingdom
and the European Commission, the
expression encompasses, on the
contrary, payment services provided by
a bank or other financial institution,

and those services are prohibited
where they are linked to a commercial
transaction that is prohibited under
Regulation (EU) No 833/2014. 

In the end, the ECJ is in line with
the approach of the German
authorities. And in respect of future
sanctions risks, the ECJ held that the
fact that the terms used are subject to
clarification by the EU courts does not
prevent a Member State from
establishing penalties in order to
ensure its effective implementation.
The ECJ also held that the requirement
that the law should be foreseeable does
not mean that the persons concerned
should not have to take appropriate
legal advice in order to assess the
consequences which a given action
may entail. 

These findings certainly do not
provide trade compliance officers
peace of mind in view of future
sanctions compliance. It is important
to note that  violations of European
Union sanctions may result in
administrative and even criminal law
penalties not only against the
companies involved but also against
individuals. It is therefore becoming
ever more important for exporting
companies to remain fully advised on
sanctions developments and maintain
a robust best-practice compliance
organisation.

The High Court had

discovered that Member

State authorities do not

always interpret the

same provisions in the

same way. 
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Links and notes
1 See Annex III of Council Decision 2014/512/CFSP

as amended by Council Decision 2014/659/CFSP

and Annex VI to Council Regulation (EU) No

833/2014/CFSP as amended by Council

Regulation (EU) No 960/2014.

2 With Council Decision 2016/2315/CFSP.

3 T-734/14 (VTB Bank v Council), T-732/14

(Sberbank v Council), T-255/15 (Almaz-Antey Air

and Space Defence v Council) to name but three

cases.

4 See ECJ, press release No 104/09 of 30 November

2009.

5 This conclusion is of significance for the

jurisdictional question with respect to damages

claims in relation to restrictive measures pursuant

to Art. 340 para. 2 TFEU. The findings of the

General Court in the Jannatian Case, T-328/14 of

18 February 2016 which implied rather arbitrary

consequences, see in that regard Haak/Thiemann,
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Export control and international
economic sanctions law in Italy: an
overview of the legislative framework

Sanctions against Russia, the JCPOA, and a number of recent
enforcement actions brought by the US against Italian
companies, have forced a sharper focus on sanctions and export
controls in Italy. But the regime and compliance remain complex,
write Marco Padovan, Marco Zinzani and Alessandro Guaiana.

concerned, key provisions on financial
sanctions are contained in Legislative
Decree no. 109/2007, which states that
a breach of financial sanctions, where
it does not amount to a criminal
offence, is punishable with an
administrative fine not lower than one-
half of the value of the relevant
transaction and not higher than two
times the same value, as well as with
confiscation of the goods. 

The legislative framework of
penalties for economic sanctions
affecting the international trade of
certain goods is currently quite blurred
and uncertain, not least on account of
the coexistence (and sometimes the
conflict) between very different pieces
of law, namely the ancient legislation
on customs (Royal Decree no.
1923/1926) and certain special laws on
Iran (Legislative Decree no. 64/2009,

European Union, fully adheres to all
EU commitments regarding export
control and economic sanctions and
abides by all policies and regulations
set up at the EU level. 

It is, however, up to the national
authorities to set up the regulatory
framework, the administrative
procedures, and the applicable
penalties. 

The Italian legislative framework on
export control is to be found across a
number of separate items of
legislation, including those indicated in
the table on the following page.

The key legislation applicable to
exports of dual-use items is Legislative
Decree no. 96/2003, which describes
the types of authorisation that
economic operators can request, their
obligations and procedures, the role of
competent authorities and penalties.
The provisions about
penalties are
contained in article
16 of the same
decree, according to
which, anyone who
transacts in the
export of dual-use
goods without the
required authoris -
ation, or with an
authorisation ob -
tained using false
declarations or
documents, can be
punished either by
imprisonment of
between two years
and six years, or
liable to a fine of
between €25,000
and €250,000.

As far as EU
sanctions/restrictive
measures are

In Italy, the difference between export
controls and economic sanctions is not
well understood. They are seen as two
facets of the same coin: hurdles to
export. In the following pages, we will
refer to both sets of laws and
regulations as a unique body of rules,
setting out the key features of the
Italian framework, and its
(problematic) compliance and
application by companies and
operators. 

E
nsuring compliance with export
control and sanctions laws and
regulations in Italy has never

been regarded as important as it has in
recent months. This, arguably, is to be
attributed to the sanctions on Iran and
Russia, two major trade partners of
Italy. When Italian businesses target
these markets, they are by necessity
confronted with the need to
understand and abide by sanctions
laws and regulations. Therefore,
awareness of export control rules has
progressively increased. The Joint
Comprehensive Plan of Action
(‘JCPOA’) has also played a crucial role
in enhancing the export compliance
policies of Italian exporters. There are
still many misconceptions and many
territorial differences to overcome
before a national consensus as regards
the importance of export control and
economic sanctions compliance, but
things are moving in the right
direction. 

In order to better understand the
main issues at stake, it is appropriate to
summarise the Italian legislative
framework on export control and
economic sanctions and the respective
role of the competent authorities.

The Italian regulatory framework 
Italy, as a Member State of the
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import, transit, and provide technical
assistance and brokering services
related to military goods, while the
Ministry of Defence – General
Secretariat – National Directorate for
Military Items (Ministero della Difesa
– Segretariato Generale – Direzione

As for military goods and defence-
related items, the Unit for
Authorisations of Military goods
(Unità autorizzazioni materiali
d'armamento, ‘UAMA’) within the
Ministry of Foreign affairs is
responsible for authorisation to export,

whose validity is disputed by some
scholars and operators).

As for the military goods export
control regime, which is almost
entirely within the competence of Italy
(as it has not been delegated to
Brussels), the main piece of legislation
is Law no. 185/1990, which regulates
the control on import, export and
transit of defence-related products.
The law is accompanied by a list of
military goods and items, which
incorporates goods listed in the EU list
of defence-related products annexed to
Directive 2009/43/EC (as amended by
Directive 2014/18/EC) and is typically
updated once a year. Currently, it is
embedded in the Ministry of Defence
Decree of 8 November 2016, which
consists of 22 broad categories of
military goods and comprise hardware,
technology, software, production and
testing equipment specifically designed
or intended for military or law
enforcement use. The government
must brief the parliament on the
implementation of Law no. 185/1990
once per year.

The fragmentation and the lack of
coordination of Italian legislation on
export control and sanctions has
spurred lawmakers to attempt to re-
organise, and systematise, the current
state of affairs, though so far without
success. The government has thus been
tasked (under Delegated Law no.
170/2016) to issue legislation on export
control and economic sanctions to
solve the contradictions and the
uncertainties the present status of
Italian legislation induces and is
supposed to issue the new legislation
by 16 September 2017. To date,
however, we have not seen any relevant
activity on the part of the competent
ministry. 

The competent authorities
Italian administrative procedures on
export control and economic sanctions
involve several administrative and
regulatory authorities. Leaving aside
those authorities in charge of
managing certain sectoral export
control regimes, it is worth mentioning
the following.

As regards sanctions, the Foreign
Affairs Ministry (Ministero degli Affari
Esteri), DG for Global Affairs, holds
primary political responsibility for
implementing the economic sanctions
regimes and participates in the
relevant negotiations at the
international and European level.

European law

Regulation (UE) no. 649/2012: restrictions

on dangerous chemical substances

Regulation (CE) no. 116/2009: restrictions

on cultural goods

Regulation (CE) no. 273/2004, 111/2005

and 1277/2005 as modified by Regulation

(CE) no. 297/2009 on drugs and

psychotropic substances

Directive 29/96/Euratom on radioactive

substances

Directive 91/156/CEE on wastes and

Directive 91/689/CEE on dangerous

wastes 

Regulation (CE) no. 1523/2007 banning

products containing cat and dog fur

Regulation (CEE) no. 338/1997 on the

trade of species of wild fauna and flora 

Regulation (CE) no. 1005/2009 on

substances that deplete the ozone layer

Regulation (CE) no. 842/2006 on

emissions of fluorinated greenhouse gases

Regulation (CE) no. 428/2009 setting up a

Community regime for the control of

exports, transfer, brokering and transit of

dual-use items

Directive 2009/43/CE simplifying terms

and conditions of transfers of defence-

related products within the Community

Regulation (CE) no. 882/2004 on official

controls performed to ensure the

verification of compliance with feed and

food law, animal health and animal welfare

rules

Directive 2001/18/CE and Regulation (CE)

no. 1946/2003 on genetic modified

organisms

Regulation (CE) no. 1236/2005

concerning trade in certain goods which

could be used for capital punishment,

torture or other cruel, inhuman or

degrading treatment or punishment

Regulation (CE) no. 842/2006 on certain

fluorinated greenhouse gases

Italian law

Legislative Decree no. 28/2017

Legislative Decree no. 42/2004

Legislative Decree no. 50/2011 

Legislative Decree no. 241/2000 

Legislative Decree no. 152/2006 about

waste

Law no. 189/2004 and Legislative Decree

no. 47/2010

Law no. 150/1992 and Legislative Decree

no. 275/2001

Legislative Decree no. 108/2013 

Legislative Decree no. 26/2013 

Legislative Decree no. 96/2003 

Law no. 185/1990

Legislative Decree no. 194/2008 

Legislative Decree no. 224/2003 

Legislative Decree no. 11/2007

Presidential Decree 27 January 2012, no.

43



29 WorldECR www.worldecr.com

Italy Italy

compared to the figure for authorised
dual-use trade of the European Union
as a whole, which represents 2.4% of
total extra-EU exports.)

As we can see, it is very likely that
many Italian undertakings are not
requesting ministerial authorisation
even where the law demands that they
should. (It is worth observing that
during 2015 the Italian authorities
issued only 901 individual specific
dual-use licences, 24 individual global
ones, 230 national general ones, 155
European Union general ones, and five
catch-all clauses.)

As regards Italian companies’
adherence to the laws that prohibit
‘making directly or indirectly available
funds or economic resources to
designated entities’, it remains unclear
as to how they should conduct
appropriate due diligence on business
counterparts, particularly when these
are resident in ‘sensitive’ countries,
such as Iran, or in other jurisdictions
that are not compliant with
international best practices on
corporate transparency. The legislative
uncertainties certainly do not enhance
a culture of export compliance.

Increasingly, another issue of
concern for Italian companies is US
export control and sanctions
legislation. In general, it can be
observed that Italian companies had
underestimated such legislation until
2014, when the ‘Dettin case’ hit
headlines.

On 29 August 2014 the Italian
company Dettin S.p.A. – a small
family-run
industrial
company,
processing
stainless steel
for the manu -
facture of
equip ment in
the chemical
and petro -
chemical fields
– was added to
the Specially Designated Nationals
(‘SDN’) List of the United States’ Office
of Foreign Assets Control (‘OFAC’)
because it had violated an
extraterritorial provision of the 1996
Iran Sanctions Act, as amended by the
Iran Threat Reduction and Syria
Human Rights Act of 2012, by
providing Iran’s petrochemical
industry with goods the value of which
exceeded $250,000. 

and Finance (Ministero dell’Economia
e delle Finanze, ‘MEF’), which is
assisted by the Financial Security
Committee (Comitato per la Sicurezza
Finanziaria) and by the Guardia di
Finanza. The MEF is responsible for
applying administrative sanctions laid
down in Legislative Decree no.
109/2007 in cases of transactions with
listed entities. The Financial Security
Committee is also the competent
authority in Italy for issuing
authorisations for financial assistance,
when required.

Open issues and hot topics
The Italian regulatory and procedural
framework is thus quite complex and
lacks uniformity. It is the result of
different layers of legislation badly
coordinated and, on certain occasions,
deprived of a comprehensible intrinsic
logic. Consequently, Italian
undertakings are facing practical
problems in carrying out their business
related to the exportation of controlled
goods, and/or towards ‘sensitive’
countries. They are understandably
nervous, notwithstanding the relatively
low intensity of the sanctions and the
low probability of those sanctions
actually being applied. 

Moreover, even when Italian
companies are aware of the existence of
export control and sanctions regimes,
they often complain about the lack of
access to preliminary advice from the
competent authorities. To this end, it is
worth noting that in Italy there is not
an administrative body like Germany’s
Bundesamt für Wirtschaft und
Ausfuhrkontrolle (Federal Office of
Economics and Export Control,
‘BAFA’), with its roughly 620 employ -
ees. All in all, the Italian Authority for
Export Control at the Ministry of
Economic Development counts on
roughly 20 staff members only. 

The picture that emerges from
statistical data on the export of dual-
use items published by the European
Union1 and from the Italian
government’s report to the parliament
regarding dual-use exports during
20152 suggests that the total value of
Italian exports subject to individual
authorisation by MiSE is equal to
€755,783,357. Comparing this
information to the value of Italian
export towards non-EU countries
(€186.6bn), we can affirm that only
0.4% of Italian non-EU exports has
been subject to authorisation (as

Nazionale degli Armamenti) is
responsible for the management of the
National Registry of Undertakings
(Registro nazionale delle imprese)
operating as exporters of military
goods. 

As regards the export of dual-use
items, the main authority is the
Ministry of Economic Development,
Department for Enterprise and
Internationalisation, Directorate-
General for International Trade Policy,
Export Controls Unit (Ministero dello
Sviluppo Economico, ‘MiSE’), which is
in charge of export authorisations/

licences for dual-use and other
sensitive items. 

The Italian Customs Agency
(Agenzia delle Dogane e dei Monopoli)
is in charge of enforcing the companies’
compliance with export controls and
economic sanctions particularly on
exported or imported goods. The
agency operates alone and also in
cooperation with the police forces
(among these, the specialised finance
police, Guardia di Finanza, is the most
active). In cases of breach of the
relevant laws and regulations, it is up
to the agency to impose the fines or to
commence criminal action. 

Despite it being subject to the
coordination of the Ministry of the
Economy and Finance, the Customs
Agency constantly communicates to
the Ministry of Economic
Development, UAMA, the other police
forces, as well as the intelligence
apparatus, any relevant information
acquired during its controls on
imported/exported goods. There are
more than 80 regional offices of the
Customs Agency and a certain lack of
uniformity in their approach is
experienced by the operators,
notwithstanding the efforts deployed
by the agency’s Antifraud Central
Office.

Finally, financial sanctions laws are
enforced by the Ministry of Economy

It is very likely that

many Italian

undertakings are not

requesting ministerial

authorisation even

where the law demands

that they should. 
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regulations, so potentially exposing
them to administrative and criminal
sanctions.

Italian lawmakers and the relevant
enforcement authorities would be
advised to clarify the rules, enhance
uniformity of interpretation and
implementation, and raise awareness
on the importance of export control
and sanctions law for companies’
operations. On their side, Italian
exporters should adopt internal
processes that ensure compliance with
applicable laws and regulations when
exporting sensitive items or working in
restricted countries. 

Area S.p.A., respectively in 2011 and
2014, pursuant to the Export
Administration Regulations (‘EAR’),
and the settlement of potential civil
liability for apparent violations of
multiple US sanctions programmes by
bank Intesa Sanpaolo S.p.A., in 2013. 

Undoubtedly, the abovementioned
cases have increased the awareness
among Italian operators of US
legislation and its effects; yet, there is
an overwhelming complexity when
implementing simultaneously EU and
US laws and regulation, and Italian
companies remain ill-equipped to
handle US legislation, especially with
regard to transactions in sanctioned
countries, such as Iran. As a result,
compliance challenges often arise. 

Some concluding remarks
Clearly, there are gaps for Italy to fill in
its export control and international
economic sanctions legislation; in fact,
exporters face increasing difficulties in
determining the exact scope of the
restrictions and whether or not their
exports might potentially fall short of
applicable EU and national laws and

All of this despite the fact that
Dettin had consistently met all its
obligations under the laws governing
its operations, that is to say EU and
Italian laws. In November 2015, Dettin
eventually succeeded in being delisted
from the SDN List, but the case taught
Italian companies that the
extraterritorial effects of US sanctions
cannot be ignored: despite being legal
in Italy and in the EU, a transaction
can be illegal in the United States, and
this could give rise to sanctions which
can irreversibly affect the continuity of
a company’s business. 

Worth mentioning in this context
also are the administrative proceedings
initiated by the Bureau of Industry and
Security (‘BIS’) of the US Department
of Commerce against two Italian
companies, Worthington S.r.l. and

Links and notes
http://trade.ec.europa.eu/doclib/docs/2016/septe

mber/tradoc_154929.pdf 

http://www.camera.it/_dati/leg17/lavori/document

iparlamentari/IndiceETesti/067/004v01_RS/INTE

RO_COM.pdf

Marco Padovan, Marco Zinzani
and Alessandro Guaiana are
members of Studio Legale
Padovan, an Italian boutique
law firm specialised in export
control and international
economic sanctions.

www.studiopadovan.com
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Amber Road provides a single platform that plans and executes all 
aspects of global trade. By enabling companies to take a holistic, 
integrated approach to global trade, Amber Road accelerates 
the movement of goods across international borders, improves 
customer service and reduces global supply chain costs.

Amber Road includes deep functional capabilities across all areas 
of global trade – trade compliance, supply chain visibility, restricted 
party screening and origin management. Underpinning all of these 
solutions is Global Knowledge®, the most comprehensive, intelligent 
repository of global trade content available anywhere.
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Information filtration under the 
Export Administration Regulations

Information provides the cornerstone to the modern economy. It flows across
information technology networks like water flowing down our mountains, into our
streams and rivers, and out to the oceans. Within organisations, however, it may
need to be dammed to restrict access and the release of export-controlled
information. Jeffrey Richardson examines the benefits of ‘information filtration’.

T
he complex process of applying
the Export Administration
Regulations (‘EAR)’ to classify

export-controlled information has long
frustrated trade compliance
professionals. Information filtration is
a novel methodology to better manage
this process by filtering a broad set of
information possibly subject to the
EAR and providing a clear indicator
from the outset of whether such
information is initially caught by
exceptions and exclusions of the EAR.1

The simplification resulting from
information filtration occurs because
often it is easier to apply individual
information filters broadly across an
organisation than to collect and analyse
the detailed technical information
required to compare the attributes
against classification parameters
within each candidate export control
classification number (‘ECCN’).2

Information filtration serves to remove
the detailed classification process from
the initial determination of whether
information is possibly subject to
common exceptions and exclusions of
the EAR, while distilling down
remaining information that merits a
more detailed classification analysis.

The information filtration structure
filters information by first applying
broad filters, and then naturally
trickling the remaining information
through narrower filters. In brief, the
filters function to collect information
subject to common exceptions and
exclusions the EAR of as follows:

1. Filter 1 – Jurisdiction: this filter
collects information subject to the
exclusive jurisdiction of a US
government agency other than
Bureau of Industry and Security
(‘BIS’); 

2. Filter 2 – Publicly Available: this
filter collects information released
publicly as defined under the EAR; 

3. Filter 3 – Sales: this filter collects
information commonly used to
support an organisation’s sales
process; 

4. Filter 4 – Operations: this filter
collects information minimally
required to operate a properly
exported item; 

5. Filter 5 – Technology: this filter
collects information that does not
qualify for the definition of
technology under the EAR; and, 

6. Filter 6 – Required Technology: this
filter collects information that does
not qualify as ‘required’ under the
General Technology Note. 

The information filters3 may be
visualised as shown in the diagram
below.

Thus, the information filtration
methodology releases from detailed

classification analysis information
subject to exceptions and exclusions of
the EAR, and thereby avoids burdening
an organisation with having to analyse
complicated ECCNs for a broad set of
information. 

Below, we examine the application
of each filter of the information
filtration methodology.

Filter 1: Jurisdiction
The following information is not
subject to the EAR: Information4

‘exclusively controlled for export or
reexport by the following departments
and agencies of the US Government
which regulate exports or reexports for
national security or foreign policy
purposes’.5

To apply Filter 1, one must assess
whether exclusive jurisdiction over the
information lies with the following
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other departments and agencies
(rather than the BIS): (i) Department
of State, (ii) Treasury Department,
Office of Foreign Assets Control
(‘OFAC’), (iii) US Nuclear Regulatory
Commission (‘NRC’), (iv) Department
of Energy (‘DOE’), (v) Patent and
Trademark Office (‘PTO’), and (vi)
Department of Defense (‘DoD’)6 and
Department of State Foreign Military
Sales (‘FMS’) Program.7 If exclusive
jurisdiction over the information lies
with these departments and agencies
rather than the BIS, then the EAR
requires that the information must be
analysed under the export control
regulations of that department or
agency, rather than analysing whether
the information is subject to the EAR
and the jurisdiction of the BIS.8

By way of example, information
pertaining to munitions is traditionally
subject to the exclusive jurisdiction of
the Department of State,9 under the
International Traffic in Arms
Regulations (‘ITAR’),10 administered by
the Directorate of Defense Trade
Controls, and listed on the United
States Munitions List (‘USML’)11

because such information pertains to
defence articles and defence services. 

Correspondingly, OFAC generally
maintains primary jurisdiction for the
export of information to countries
subject to US economic sanctions.12

However, in certain cases, OFAC
jurisdiction must be coordinated with
BIS and is not exclusive to OFAC,13 so
the EAR may provide additional
guidance setting forth the role of OFAC
and providing details for coordination
between OFAC and BIS within EAR
§746 detailing Embargoes and Other
Special Controls.14 As a final example,
information subject to the NRC
regulations that control the export of
information related to nuclear reactor
vessels are not subject to the EAR.16

To sum up, information under the
exclusive jurisdiction of an agency
other than the BIS caught by Filter 1 is
not subject to the EAR.

Filter 2: Publicly Available
Information
Filter 2 assesses whether information
is publicly available, and therefore, not
subject to the EAR. Filter 2 includes
information (i) which is published; (ii)
which arises during, or results from,
fundamental research; (iii) which is
released by instruction in a catalogue
course or associated teaching

laboratory of an academic institution;
(iv) which appears in patents or open
(published) patent applications
available from or at any patent office;
and, (v) which are non-proprietary
system descriptions.17

Published information
Published information designated
within EAR §734.7 is not subject to the
EAR, when the information is available
to the public without further
restrictions upon dissemination.18

Examples of published information
include information available by
subscription, available from a library or
accessible through a public collection,
distributed at a conference or trade
show, posted to internet sites available
to the public, or submitted to a
publisher with intent that the
information be made publicly
available.19

Correspondingly, the physical
embodiment of the information as
made available through traditional
media outlets are also not subject to the
EAR. The EAR cites the following
examples of the physical embodiment
of the information not subject to the
EAR:

l Prerecorded phonograph records
reproducing in whole or in part, the
content of printed books,
pamphlets, and miscellaneous
publications, including newspapers
and periodicals;

l Printed books, pamphlets, and
miscellaneous publications, includ -
ing bound newspapers and
periodicals;

l Children’s picture and painting
books;

l Newspaper and periodicals,
unbound, excluding waste;

l Music books;
l Sheet music;

l Calendars and calendar blocks,
paper;

l Maps, hydrographical charts,
atlases, gazetteers, globe covers, and
globes (terrestrial and celestial);

l Exposed and developed microfilm
reproducing, in whole or in part, the
content of any of the above;

l Exposed and developed motion
picture film and soundtrack; and,

l Advertising printed matter
exclusively related thereto.20

The foregoing list applies literally to
the physical embodiments, while the
information correspondingly contained
within those physical embodiments is
not subject to the EAR when those
physical embodiments are published.21

Fundamental research
Information arising from fundamental
research is not subject to the EAR.
Fundamental research means ‘research
in science, engineering, or
mathematics, the results of which
ordinarily are published and shared
broadly within the research
community, and for which the
researchers have not accepted
restrictions for proprietary or national
security reasons’.22

Generally, fundamental research
remains exempt based upon the ‘intent
to publish’ whether or not that
publication is subject to a
prepublication review designed to
ensure that publication (i) does not
compromise potential patent rights, (ii)
does not inadvertently divulge the
proprietary information of a research
sponsor, or (iii) if the information is
subject to a review by a federal agency
system designed to control the release
of information arising from research
performed by scientists and engineers
of such federal agency.23 Finally, if a
decision is made to restrict information

Information subject to the NRC regulations that control the export of information related to nuclear reactor

vessels are not subject to the EAR.
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arising from fundamental research as
proprietary, then the information may
again be subject to the EAR.24

Instruction
Information released as part of the
curriculum to provide instruction for a
course or an associated teaching
laboratory of an academic institution is
not subject to the EAR.25

Patents
Information appearing in patents or
open patent applications available at
any patent office is not subject to the
EAR. Additionally, certain detailed
exclusions arise for patents involving
foreign inventors and foreign filings
including the following: (i) a ‘patent
application is being sent to the foreign
inventor to be executed and returned to
the United States for subsequent filing
in the US Patent and Trademark
Office’; 26 (ii) a ‘patent application, or
an amendment, modification,
supplement or division of an
application, authorized for filing in a
foreign country’; 27 and, (iii) a ‘patent
application when sent to a foreign
country before or within six months
after the filing of a United States patent
application for the purpose of
obtaining the signature of an inventor
who was in the United States when the
invention was made or who is a co-
inventor with a person residing in the
United States’.28

Information appearing in patents or
open patent applications covered by an
invention secrecy order is not eligible
for this exclusion and remains subject
to the EAR.

Non-proprietary system description
Information comprising a non-
proprietary description of a system is
not subject to the EAR.29 Non-
proprietary means system information
that is not privately owned or
controlled, so if a non-proprietary
description is not privately owned or
controlled, then, essentially, the non-
proprietary system information may be
made publicly available.30

Under the EAR, a system means end
items, equipment, parts, components,
accessories, attachments, firmware, or
software that operate together to
perform a function.31 Further, the EAR
refers to the industrial standards
established by INCOSE and NASA that
provide examples of when
commodities and software operate

together to perform a
function as a system. 32

Specifically, NASA
describes a system as
follows: ‘A “system” is a
construct or collection
of different elements
that to gether produce
results not obtainable
by the elements alone.
The elements, or parts,
can include people,
hard ware, software,
facilities, policies, and
documents; that is, all
things required to
produce system-level
results. The results
include system-level
qualities, properties,
char acteristics,
functions, behavior,
and performance. The
value added by the
system as a whole,
beyond that con -
tributed independently
by the parts, is
primarily created by the
relationship among the
parts; that is, how they
are interconnected. It is a way of
looking at the “big picture” when
making technical decisions. It is a way
of achieving stakeholder functional,
physical, and operational perfor mance
requirements in the intended use
environment over the planned life of
the systems. In other words, sys tems
engineering is a logical way of
thinking’.33

Thus, non-proprietary information
describing the interconnectedness of a
system utilising end items, equipment,
parts, components, accessories,
attachments, firmware, or software is
not subject to the EAR.

To sum up, the publicly available
information caught by Filter 2 is not
subject to the EAR.

Filter 3: Sales Information
Filter 3 captures sales information and
includes data supporting a prospective
or actual quotation, bid, or offer to sell,
lease, or otherwise supply any item.34

Sales information may be exported
provided that: (i) the sales information
is customarily transmitted with a
prospective or actual quotation, bid, or
offer to sell, lease or supply an item in
accordance with established business
practice, and (ii) the sales information

does not disclose the detailed design,
production, manufacturing inform -
ation, or the means of reconstruction,
of either the quoted item or
manufactured product. 

As a result, to qualify for the
comprehensive Technology and
Software-Unrestricted (‘TSU’) licence
exception, the export of sales
information must prevent the
disclosure of detailed information that
would permit the recipient to reduce
the exported sales information to
production.35

To sum up, sales information caught
and released by Filter 3 may be
exported without a licence, although
such sales information remains subject
to the EAR. 36

Filter 4: Operations Information
Filter 4 captures operations
information and includes the
‘minimum necessary’ information for
the ‘installation, operation,
maintenance (checking), or repair of
those commodities or software that are
lawfully exported whether under a
license, license exception, or no license
required’.37

The General Technology Note
defines ‘minimum necessary’

Information appearing in patents or open patent applications available

at any patent office is not subject to the EAR. 
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information to include ‘use’
information only to the extent
‘required’ to ensure the safe and
efficient use of the product while
excluding ‘development’ or
‘production’ information.38  

The General Technology Note
definition of ‘minimum necessary’ is
consistent with the definition of ‘use’,
further limiting ‘minimum necessary’
information to information for
installation, operation, maintenance
(checking), or repair which are each a
defined attribute (or aspect) of ‘use’.39

The operations information that
corresponds to lawfully exported
commodities or software may be freely
exported to the same location without
an export licence under licence
exception TSU.40

As an example of operations
information, the EAR’s Commerce
Control List (‘CCL’) highlights that
telemetry data is not subject to
classification within Category 9,
Product Group E of the EAR.
Telemetry data is defined to include
information ‘transmitted to or from a
satellite or “spacecraft,” whether real or
simulated, when limited to information
about the health, operational status, or
measurements or function of, or raw
sensor output from, the “spacecraft,”
“spacecraft” payload(s), or its associ -
ated subsystems or components’.41

Conceptually, such telemetry data
falls naturally within Filter 4, providing
operations information focusing on the
operational status of the satellite or
spacecraft. More pointedly, this type of
telemetry data is referred to as
‘housekeeping data’ and includes
‘system, hardware, component
configuration, and operation status
information pertaining to temperat -

ures, pressures, power, currents,
voltages, and battery charges’.42

To sum up, operations information
caught and released by Filter 4 may be
exported without a licence, although
such operations information remains
subject to the EAR.

Filter 5: Technology
Filter Five focuses on determining: (i)
whether information generally
qualifies as technology defined under
the EAR, and (ii) if the information is
technology because the information
generally qualifies as ‘use’ technology,
then confirm that the information
satisfies all six attributes of ‘use’.
Information that does not qualify as
technology is not subject to the EAR.43

First, the EAR provides a broad
description for the format
requirements of information that may
qualify as technology: ‘“Technology”
may be in any tangible or intangible
form, such as written or oral
communications, blueprints, drawings,
photographs, plans, diagrams, models,
formulae, tables, engineering designs
and specifications, computer-aided
design files, manuals or document -
ation, electronic media or information
revealed through visual inspection[.]’44

But the broad format description is
limited by the type of information
within those listed format
requirements that qualify under the
definition of technology: ‘Technology
means: Information necessary for the
“development,” “production,” “use,”
operation, installation, maintenance,
repair, overhaul, or refurbishing (or
other terms specified in ECCNs on the
CCL that control “technology”) of an
item.’45 So the information must be
necessary for the ‘development,’

‘production,’ ‘use,’ operation,
installation, maintenance, repair,
overhaul, or refurbishing of an item’ to
come within the overall definition of
technology.

The last word within the technology
definition, ‘item’ means ‘commodities,
software, and technology’.46 This means
that for the information to be
technology under the EAR, the
information must pertain to
commodities, software, or technology
of an ‘item’. For example, a dissertation
on theoretical physics may not pertain
to an actual item, and thus, may not be
considered technology subject to the
EAR.

The additional attributes of
technology including development,
production, and use are further defined
as follows: ‘Development’ relates to all
stages prior to serial production, such
as: ‘design, design research, design
analyses, design concepts, assembly
and testing of prototypes, pilot
production schemes, design data,
process of transforming design data
into a product, configuration design,
integration design, layouts’.47

‘Production’ means ‘all production
stages, such as: product engineering,
manufacture, integration, assembly
(mounting), inspection, testing, [and]
quality assurance.’48

‘Use’ includes ‘operation,
installation (including on-site
installation), maintenance (checking),
repair, overhaul and refurbishing.’ 49

In sum, the limiting criteria for
technology may be thought of as
follows: (i) development as planning
for serial production, (ii) production as
executing serial production, and (iii)
use as operation, installation,
maintenance, repair, overhaul and
refurbishing.50

Second, per the longstanding BIS
interpretation, for information to
qualify as ‘use’ technology, the
technology must support all six
activities within the definition of use:
operation, installation (including on-
site installation), maintenance
(checking), repair, overhaul and
refurbishing.

‘After thorough review, BIS has
concluded that the existing definition
of “use”in Section 772.1 of the EAR
should remain in the conjunctive. As
such, the word “and” is appropriate
and the definition of “use” remains
unchanged: All six activities in the
definition of “use” must be present to

Telemetry data, defined to include information ‘transmitted to or from a satellite or

“spacecraft,”‘ is not subject to classification within Category 9, Product Group E of the EAR. 
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trigger a license requirement.
Changing “and” to “or” in the
definition, as suggested by the OIG,
would lead to a situation in which mere
operation of a controlled item by a
foreign national could trigger the
requirement for a deemed export
license. Consequently, BIS has
determined that revision to the existing
definition would result in an expansion
of deemed export license applications
imposing a substantial licensing
burden on the regulated community,

without a corresponding benefit to
national security. Hence, the definition
of  “use” remains unchanged.’51

Through the foregoing analysis, BIS
removed from the definition of ‘use’
any technology not supporting all six
activities within the use definition.

Conversely, the definition of ‘use’
has a note to address the stricter policy
goals of the 500 Series (space and
satellite) and 600 Series (military)
items transferred to the CCL through
the process of Export Control Reform.52

The note allows an ECCN to list within
ECCN control parameters any single
element of the six activities of ‘use’ for
control by that ECCN: ‘If an ECCN
specifies one or more of the six
elements of “use” in the heading or
control text, only those elements
specified are classified under that
ECCN.53 Therefore, generally, the
ECCN control parameters must be
analysed when reviewing use
technology arising under 500 Series
and 600 Series ECCNs. 

By way of example, ECCN 9E619
controls ‘technology’ ‘required’ for the
‘development,’ ‘production,’ operation,
installation, maintenance, repair,
overhaul, or refurbishing of military
gas turbine engines and related
commodities controlled by 9A619,
equipment controlled by 9B619,
materials controlled by 9C619, or
software controlled by 9D619.54 The
foregoing provides an example of the
exception to the standard BIS ‘use’
technology requirements requiring the
presence of all six activities of use. The
technology controls for ECCN 9E619
provide controls for the individual use
activities listed within the ECCN
control parameters.

To sum up, Filter 5 catches
information which is not technology
under the EAR, and such information
is not subject to the EAR. 

Filter 6: ‘Required’ Technology
under the General Technology
Note
Filter 6 focuses on determining
whether information that comprises
technology, as defined in the EAR,
further comprises controlled
technology under the EAR by coming
within the parameters of the General
Technology Note.55 Technology outside
the parameters of the General
Technology Note is not controlled
technology under the EAR.56 The
distinction of whether the information
comprises controlled technology under
the EAR is complex because Filter 6
may force the beginning stages of a
classification analysis.

To apply Filter 6, whether the
technology satisfies the criterion as
‘required’ under the General
Technology Note57 must be
determined. This is because the
General Technology Note only controls
the export of ‘technology’ that is
‘required’ for the ‘development’,
‘production’, or ‘use’ of items on the
Commerce Control List  according to

1 Export Administration Regulations, 15 C.F.R. §§730-774

(2016). The EAR is administered by the Bureau of Industry

and Security. 

2 15 C.F.R. §774, Supp. No. 1 to Part 774 — The Commerce

Control List.

3 The filters derive from sections of the EAR, but are not a

linear section of the EAR. Thus, the filters are conceptual

abstractions derived from the EAR, and not simply cited

sections of the EAR.

4 Information is not defined within the EAR, see 15 C.F.R.

§772.1 Definitions of terms as used in the Export

Administration Regulations (EAR). But rather information is

generally contained within the definition of Technology, Id.

‘Item’ means ‘commodities, software, and technology,’

each of which is also independently defined within 15

C.F.R. §772.1, Id. So when the EAR intends to refer

singularly to commodities, software, or technology, the text

of the EAR will use the specific reference commodities,

software, or technology. 

5 15 C.F.R. §734.3(b)(1)(i)-(vi) Items subject to the EAR. 

6 For example, the DoD maintains jurisdiction over classified

information controlled under the National Industrial

Security Program, see Exec. Order No. 12,829 (6 January

1993), as amended, ‘National Industrial Security Program,’

further amended by section 6 of Exec. Order No. 13,691,

80 Fed. Reg. 9349 (13 February 2015). 

7 15 C.F.R. §734.3(b)(1)(i)-(vi) Items subject to the EAR.

8 Id. 

9 Id. at (i).

10 International Traffic in Arms Regulations, 22 C.F.R. §§

120-130 (2016).

11 Id. at §121.

12 15 C.F.R. §734.3(b)(1)(ii) Items subject to the EAR.

13 See https://www.bis.doc.gov/index.php/policy-

guidance/country-guidance/sanctioned-destinations/iran

last checked 2 February 2017.

14 15 C.F.R. §746 Embargoes and Other Special Controls.

15 10 C.F.R. §95 NRC Regulations —Facility Security Clearance

And Safeguarding Of National Security Information And

Restricted Data.

16 15 C.F.R. §734.3(b)(1)(iii) Items subject to the EAR.

17 15 C.F.R. §734.3(b)(3)(i) – (v) Items subject to the EAR.

Note under §734.3(b)(3)(vi) that qualifying telemetry data

is not ‘publicly available,’ but rather such telemetry data

more closely aligns with Filter Four Operations.

18 15 C.F.R. §734.7 Published. 

19 Id. at (a)(1)-(5).

20 5 C.F.R. §734.3(b)(2) Items subject to the EAR. Note.

21 But see 15 C.F.R. §734.3(b)(2) and (b)(3). Items subject to

the EAR. Note to paragraphs (b)(2) and (b)(3): ‘A printed

book or other printed material setting forth encryption

source code is not itself subject to the EAR (see

§734.3(b)(2)). However, notwithstanding §734.3(b)(2),

encryption source code in electronic form or media (e.g.,

computer diskette or CD ROM) remains subject to the EAR

(see §734.17)). Publicly available encryption object code

‘software’ classified under ECCN 5D002 is not subject to

the EAR when the corresponding source code meets the

criteria specified in §742.15(b) of the EAR.’

22 15 C.F.R. §734.8(c) ‘Technology’ or ‘software’ that arises

during, or results from, fundamental research. 

23 Id. at (b)(3).

24 Id. at Note 2 to paragraph (a).

25 15 C.F.R. §734.3(b)(3) Items subject to the EAR.

26 15 C.F.R. §734.10 Patents.

27 Id.

28 Id.

29 15 C.F.R. §734.3(b)(3)(v) Items Subject to the EAR.

30 See Collins English Dictionary – Complete and Unabridged

(HarperCollins Publishers, 12th ed., 2014),

http://www.thefreedictionary.com/nonproprietary (last

visited Nov. 14, 2016).

31 15 C.F.R. §772.1 Definitions of terms as used in the Export

Administration Regulations (EAR). System.

32 Id. Note to definition of System.

33 NASA Systems Engineering Handbook SP-2007-6105 Rev

1, 3 (2007).

34 15 C.F.R. §740.13(a) Technology and software—

unrestricted.

35 15 C.F.R. §740.13(b) Technology and software—

unrestricted.

36 The end-use, end-user and destination controls of the EAR

continue to apply to information subject to the EAR.

37 15 C.F.R. §774, Supp. No. 2 to Part 774 (1). General

Technology Note.

38 Id.

39 15 C.F.R. §772.1 Definitions of terms as used in the Export

Administration Regulations (EAR). Definition of Use.

40 15 C.F.R. §740.13(a) Technology and software—

unrestricted.

41 15 C.F.R. §774, Supp. No. 2 to Part 774, Note 2 to Category

9.

42 Id.

43 Except for information that is subject to the EAR’s anti-

boycott provisions. The anti-boycott provisions are designed

to encourage US persons to refuse participation with

foreign boycotts, such as the Arab League Boycott of Israel.

15 C.F.R. §734.4(b)(3) Note to paragraph (b)(3): ‘Except as

set forth in part 760 of this title [Restrictive Trade Practices

or Boycotts], information that is not within the scope of the

definition of ‘technology’ (see §772.1 of the EAR) is not

subject to the EAR.’

44 15 C.F.R. §772.1 Definitions of terms as used in the Export

Administration Regulations (EAR). Note 1 to definition of

Technology.

45 Id. Definition of Technology.

46 Id. Definition of Item.

47 Id. Definition of Development.

48 Id. Definition of Production.

49 Id. Definition of Use.

50 Id.

51 71 Fed. Reg. 30840 (May 31, 2006) at page 30843.

52 See generally EXPORT.gov, About Export Control Reform,

http://2016.export.gov/ECR/.  

53 15 C.F.R. §772.1 Definitions of terms as used in the Export

Administration Regulations (EAR). Definition of Use, Note.

54 15 C.F.R. §774, Supp. No. 1 to Part 774. Commerce Control

List ECCN 9E619.

55 Id. Definition of Technology.

56 Id.

57 Id. Definition of Technology N.B.

58 15 C.F.R. §774, Supp. No. 2 to Part 774 (1). General

Technology Note.

59 Id. Definition of Required.

60 Id. 

61 Id.
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Classification Classification

the provisions in each Category.58 And
under the EAR definition, ‘required’
technology only refers to that portion
of [the] ‘technology’ . . . which is
peculiarly responsible for achieving or
exceeding the controlled performance
levels, characteristics or functions of
other items on the CCL.59 

The implication of the term
‘peculiarly’ is highlighted in the
following example provided within the
EAR definition of ‘required’:

‘Such “required” “technology” or
“software” may be shared by different
products. For example, assume
product “X” is controlled on the CCL if
it operates at or above 400 MHz and is
not controlled if it operates below 400
MHz. If production technologies “A”,
“B”, and “C” allow production at no
more than 399 MHz, then technologies
“A,” “B”, and “C” are not “required” to
produce the controlled product “X”. If
technologies “A”, “B”, “C”, “D”, and “E”
are used together, a manufacturer can
produce product ‘X’ that operates at or
above 400 MHz. In this example,
technologies “D” and “E” are peculiarly
responsible for making the controlled
product and are thus “required”

technology under the General
Technology Note.’60

The example provides that
‘peculiarly’ may be understood to mean
actually responsible for achieving the
controlled performance level; i.e.,
‘required’ for achieving the controlled
performance level. So to analyse
whether the technology is ‘required’,
first determine the specific controlled
performance levels, characteristics or
functions, and then, determine which
portions of the technology is peculiarly
responsible for achieving or exceeding
the controlled performance levels,
characteristics or functions. 61

To sum, Filter 6 catches and
releases information satisfying the EAR
definition of technology, yet is not
‘required’ as ‘peculiarly’ responsible for
achieving or exceeding the controlled
performance levels stated on the CCL,
although such information remains
subject to the EAR.

Conclusion
Information filtration is a methodology
that serves to collect a broad set of
information possibly subject to the
EAR and then filters and releases from

detailed classification analysis
information subject to exceptions and
exclusions of the EAR. Information
filtration provides valuable compliance
insights and assurances over this broad
set of information without
unnecessarily devoting valuable
resources necessary for a detailed
classification analysis. With the
information filtration process
complete, a detailed classification
analysis may be the final step
undertaken as necessary to determine
whether the information is EAR99 or
properly classified under an ECCN. 
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